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OHPEAEJEHUA

B Hacrosimiem TOKyMEHTE MCIOJIB3YIOTCS CIIEIYIOLIME TEPMUHBI U UX OIpeze-
JICHUS.

ABTOMATH3MPOBAaHHAsI CHCTEMA- CHCTEMA, COCTOAIAS U3 NIEPCOHANIA U KOM-
IUIEKCA CPEICTB aBTOMATU3ALMU €r0 JIEATENbHOCTH, pealn3yromas MH(OpMalroH-
HYIO TEXHOJIOTHIO BBITIOJHEHHS YCTAaHOBICHHBIX (DYHKITHIA.

AyTeHTH(UKALUA OTHPABHUTENA AAHHBIX- IOATBEPKIEHUE TOrO, YTO OT-
IIPABUTEIIb NTOJYYEHHBIX JAHHBIX COOTBETCTBYET 3a5IBJICHHOMY.

be3onacHOCTh NEPCOHANBHBIX JAHHBIX- COCTOSHUE 3ALIUIICHHOCTH IEPCO-
HQJIBHBIX JAaHHBIX, XapaKTepU3yeMoe CHOCOOHOCTBIO I0JIb30BaTeNICH, TEXHUUECKUX
CPEICTB M HMH(POPMAIMOHHBIX TEXHOJOTUH O0eCneuynTh KOH(UICHIUATBHOCTD, Iie-
JIOCTHOCTh U JIOCTYIHOCTh MEPCOHAJIBHBIX JAaHHBIX IPU UX 00paboTke B MH(popMaLu-
OHHBIX CHCTEMAaX MEPCOHAIBHBIX JAHHBIX.

buoMerpuyeckue nepcoHajJbHbIe¢ JaHHbIC- CBEIACHUSA, KOTOPHIE XapaKTepH-
3yI0T (PU3UOJIOTUYECKHUE OCOOCHHOCTH YEJIOBEKAa M HA OCHOBE KOTOPBIX MOYKHO ycCTa-
HOBUTB €r0 JINYHOCTb, BKJtOUYasl Qororpaduu, oTreyaTkyd majbleB, 00pa3 CeTYaTKH
rj1a3a, 0COOEHHOCTH CTPOEHUS Tea U APYTYI0 NOJ00HYI0 HHPOPMAIHIO.

BbJiiokMpoBaHNe NMePCOHANBHBIX JAHHBIX- BpEMEHHOE IpekpalieHue coopa,
CUCTEMATU3ALNY, HAKOIUIEHUS, HWCIOJIb30BAHUS, PACIPOCTPAHEHUS, IEPCOHAIBHBIX
JAHHBIX, B TOM YHCJIE UX MepEauH.

Bupyc (KOMNbIOTEPHBIH, NPOrPaMMHBIN)- HWCHOJHSIEMBIA IPOTrPaMMHBIN
KOJI UJIM UHTEPIPETUPYEMBIN HA0Op UHCTPYKIIUH, 00JIaatoIInii CBOMCTBAMU HECAHK-
IIMOHMPOBAHHOTO pacHpoOCTpaHeHUsI U camoBocnpousBeaeHus. Co3nanHble qyOnuKa-
Thl KOMIIBIOTEPHOTO BHpPYCa HE BCETJA COBNAJAIOT C OPUTMHAIOM, HO COXPAHSIOT
CIOCOOHOCTD K JalIbHEHIIEMYy paclpOCTPAHEHHUIO U CAMOBOCIIPOU3BEICHUIO.

BpenonocHasi nmporpamMmma- nporpamma, npeaHa3HaueHHas i OCYLIECTBIIE-
HUSl HECAHKIIMOHMPOBAHHOTO J0CTyNa W (MJM) BO3ACHCTBUS Ha MEPCOHAIBHBIE JaH-
HbIE WIN pecypchl HHHOPMALIMOHHOMN CUCTEMBI IEPCOHANBHBIX TaHHBIX.

BcenomoraresibHbIe TEXHUYECKHE CPEACTBA M CHCTEMbI- TEXHUYECKHUE CPEN-

CTBa U CUCTCMBI, HC IMPCAHA3HAUYCHHBIC VI IICPCIa4dn, O6pa6OTKI/I " XpaHCHUA IICPCO-



HAJIBHBIX JAHHBIX, YCTAHABJIMBACMbBIC COBMCCTHO C TCXHUYCCKHUMU CPCIACTBAMH U CHU-
cTeMaMH, MpeJHa3HaueHHBIMU JIJIs1 00pabOTKU MEePCOHAIBHBIX TaHHBIX WM B IIOME-
IICHUSAX, B KOTOPBIX YCTAHOBJIEHbI HMH()OPMAIMOHHBIE CHUCTEMbI MEPCOHATBHBIX
JIAHHBIX.

JlocTynl B ONEPallMOHHYI0 Cpely KOMIIbIOTepa (MH(OPMALMOHHOM CHCTe-
MbI MEPCOHATBHBIX JaHHBIX)- [OJTYYEHUE BO3MOKHOCTH 3AIyCKa HA BBINIOJIHEHUE
IITaTHBIX KOMaH, (PYHKIIMI, MPOLEAYp OINEPAIMOHHONW CUCTEMbI (YHUUTOXKCHUS,
KOIUPOBAHUSI, TIEPEMENICHUS W T.II.), UCIONHAEMbIX (DaiyIoB MPUKIIAJHBIX IIPO-
rpaMM.

Joctyn k mHpopManuu- BO3MOKHOCTh TMOJTy4eHHs MH(OpMAIUK U €€ HUC-
[10JIb30BaHUS.

3akj1a/l04HOe YCTPOICTBO- DIIEMEHT CPENICTBA CheMa MH(OpMAITUU, CKPBITHO
BHEJIPSIEMbIN (3aKJ1a/IbIBACMbIil WM BHOCUMBII) B MECTa BOBMOXKHOTO CheMa HH(pOp-
MaIlu (B TOM YHUCIIE B OIPaKJICHHUE, KOHCTPYKIMIO, 000pYyI0BaHUE, MPEIMETHI UH-
Tephepa, TPAHCTIOPTHBIE CPEJICTBA, & TAKKE B TEXHUYECKUE CPEACTBA U CUCTEMBI 00-
paboTku uHMOpPMAIUN).

Bammuiaemasi nHpopmanus- UHPOpMAIIKS, SIBISIOMASICA MPEIMETOM COO-
CTBEHHOCTH U MOJJISKaIast 3alUTe B COOTBETCTBUU C TPEOOBAHUSIMU MPABOBBIX JI0-
KyMEHTOB WJIM TPeOOBaHUSIMH, YCTaHABIMBAEMbIMU COOCTBEHHUKOM UH(DOpMALIIH.

Nnentudukanus- MprCBOCHUE CyObEKTaM U OOBEKTaM JOCTYIa HICHTU(H-
KaTopa 1 (W) CpaBHEHUE MPETbIBISIEMOrO WACHTU(UKATOpA C TIEPEUYHEM MTPHCBO-
CHHBIX UJCHTU(DUKATOPOB.

NHpopMaTUBHBIH CHUTHAJ- DJIEKTPUYECKUE CUTHAIBL, aKyCTUYECKHUE, DIIEK-
TPOMAarHuTHBIC U JIpyrue (PU3MYEeCKUe MOoJisl, M0 MapamMeTpaM KOTOPbIX MOXKET OBbITh
packpbiTa KoH(pUAeHIaTbHas nHbopMaIys (TIepCOHANTBHBIE TaHHBIE) 00padaThiBa-
emasi B MTH()OPMAITMOHHOKN CHCTEME TIEPCOHATBHBIX JTAHHBIX.

Nudopmanuonnas cucrema nepcoHanbHbix AaHHbIX (UCIIIH)- nndopma-
IIMOHHAS CHCTEMa, MPEJICTABIISAIoNIasi COO0M COBOKYITHOCTh MEPCOHATBHBIX JaHHBIX,

COACPKAIIUXCA B Oase JaHHBIX, a TaKXKC HH(bOpMaHHOHHBIX TEXHOJOTHH U TeXHUYE-
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CKUX CpCACTB, IMO3BOJIAIOIINX OCYHICCTBIIATDH 06pa60TKy TaAKHUX IICPCOHAJIIBHBIX HaH-
HBIX C HCIIOJIb30BAHHUEM CPCACTB aBTOMATHU3allUN HIIHU 0e3 HMCHOIb30BaHUS TaKHX
CpEICTB.

NudopManHoHHbIE TEXHOJOTHH- TTPOIIECCHI, METOBI MTOKUCKA, cOopa, XpaHe-
HUs1, 00pabOTKHU, MPEOCTABIICHNS, PACIPOCTpaHeHNsT HH(OPMAIIUK U CIIOCOOBI OCY-
IIECTBJIEHUS TAKUX MPOIIECCOB U METOJIOB.

Hcnoabn3oBanue NMEPCOHAJIBbHBLIX JTaHHbIX- I[GﬁCTBPIH (onepauHH) C 1Iepco-
HaJIbHBIMHU JAaHHBIMH, COBCPIIACMBIC OIICPATOPOM B HCIIAX IPHUHATHA peHIeHI/Iﬁ N
COBCPIICHUA HHBIX HCﬁCTBHﬁ, MOPOKIAIMUX HPUINYICCKHUC ITOCICACTBUA B OTHO-
MICHUHU CY6T>CKTa MEPCOHAJIBHBIX JAaHHBIX WJIM APYIUX JIMI] 1100 UHBIM 06p330M 3a-
TparuBarOmux IIpaBa U CBO60I[I)I CY6’[>GKTa IICPCOHAJIBHBIX NAHHBIX WJIN APYTUX JIMII.

HcTouHnK yrpo3sl 6e3onacHocTH MHGOpManuu- CyObEKT I0CTyIIa, MaTepu-
aNbHBIA OOBEKT WM (PU3MYECKOE SBJICHUE, SBIISIOIIMECS PUIUHON BO3HUKHOBEHUS
yIpo3bl 6€301MaCHOCTH UHGOPMAITUH.

KoHnTposmpyemasi 30Ha- IPOCTPAHCTBO (TEPPUTOPUS], 31aHUE, YACTh 3/IaHUS,
IIOMEUIEHKE), B KOTOPOM UCKITFOYEHO HEKOHTPOJIMPYEMOE MPeObIBaHUE TOCTOPOHHUX
JIAIL, & TAKKe TPAHCTIOPTHBIX, TEXHUUECKUX M MHBIX MaTEPUAIbHBIX CPEJICTB.

KoH}uieHMaabHOCTh NEePCOHANBLHBIX JAHHBIX- 0053aTEIHHOE JIIs COOTIO-
JICHUSI ONIEPATOPOM HJTM MHBIM TIOTYUYHUBIINM JIOCTYI K TIEPCOHATBHBIM JIAHHBIM JTH-
1IOM TpeOOBaHUE HE JIOIYCKaTh UX paclpocTpaHeHHe 0e3 cornacus CyobeKTa nepco-
HAJTBHBIX JTAHHBIX WM HAJIMYKS HHOTO 3aKOHHOTO OCHOBAHWSI.

Me:xceTeBoii IKpaH- JJOKAIbHOE (OJHOKOMIIOHEHTHOE) WK (DYHKIIMOHATBHO-
pacripe/iefieHHOE MporpaMMHOE (IIPOrpaMMHO-aNMapaTHOE) CPEICTBO (KOMILIEKC),
pea3yroIee KOHTPOJIh 32 MHPOPMAIMEH, MOCTyTaroneld B UH(QOPMAIIMOHHYIO CH-
CTEMY MEPCOHATIBHBIX JAHHBIX U (WMJIM) BBIXOAAIICH N3 HHPOPMAIIMOHHON CHCTEMBI.

Hapyumiuresib 6€30MaCHOCTH NMEPCOHATBHBIX AAHHBIX- (DU3UMUSCKOS JIHIIO,
CIy4aifHO WJIM MPEHAMEPEHHO COBEPILAOILEE ICHCTBYS, CIEACTBUEM KOTOPBIX SIBIISI-
€TCsl HapyllleHne Oe30MaCHOCTH MEPCOHABHBIX JAHHBIX MPU UX 00Pa0OTKE TeXHUYE-

CKMMH CPEACTBAMU B I/IH(bOpMaI_II/IOHHBIX CUCTCMAX MCPCOHAJIbHBIX JTAHHBIX.



HeaBToMaTH3MpoOBaHHas 00paGoTKAa MEepCOHAJBHBIX JaHHBIX- 00paboTka
HEPCOHANBHBIX JaHHBIX, COAEPKAIIUXCS B MHPOPMALMOHHON CHCTEME IepPCOHAIb-
HBIX JAaHHBIX 00 M3BJIECYEHHBIX U3 TAKOH CUCTEMBI, CHUTACTCA OCYHIGCTBHGHHOﬁ
0e3 MCIOJIb30BaHUs CPEJICTB aBTOMATU3AIMU (HEaBTOMATU3UPOBAHHOMW), €CIIU TaKHe
JCWCTBHSI C TEPCOHATIBHBIMUA JAHHBIMHU, KaK HCIIOJIb30BaHUE, YTOYHEHUE, PacIpo-
CTPaHCHUC, YHUYITOXKCHUC IICPCOHAIIbHBIX HAHHBIX B OTHOIICHWH KaXX10I'0 M3 CY6’I)—
eKTOB TIEPCOHAJBHBIX JAaHHBIX, OCYIICCTBISIOTCS MPU HEMOCPEICTBEHHOM YYaCTHH
YeJI0BeKa.

HenexkjapupoBaHHble BO3MOKHOCTH- (DYHKIIMOHAJBHBIE BO3MOXKHOCTHU
CPEIICTB BBIUYMCIIMTEIILHON TEXHUKH, HE OIMCAHHBIE WM HE COOTBETCTBYIOIIWE OIU-
CaHHBIM B JIOKYMEHTAllMW, MPU UCHOJb30BAHUM KOTOPHIX BO3MOXKHO HapyIICHUE
KOH(UICHIIMAILHOCTH, JOCTYITHOCTH WJIM IEJIOCTHOCTH 00pabarhiBaeMoil uHMOP-
Malluu.

HecaHKIIMOHUPOBaHHBIN 10CTYNl (HECAHKIIMOHUPOBAHHBbIE 1eHiCTBHSA)- JI0-
CTyn K uH(OpMaIMy WK JSUCTBUS ¢ WHGOPMAITEH, HapyIIAoIMe MPpaBuiIa pas-
IPaHUYEHUS] IOCTYIA C UCIIOJIb30BAHUEM ITATHBIX CPEJICTB, MPEIOCTABIISIEMbBIX H-
GbopMallMOHHBIMU CUCTEMaMU MEPCOHATIBHBIX JAHHBIX.

Hocurtens nngopmanuu- Guznyeckoe U0 WM MaTepUaibHbIil OObEKT, B
TOM 4Hcie (PU3MIECKoe ToJIe, B KOTOPOM MH(OpMAIMsI HAXOIUT CBOE OTPaKEHHE B
BHUJIC CHMBOJIOB, 00pa30B, CUTHAJIOB, TEXHMYECKUX PEIICHUA M TPOIIECCOB, KOJIMYe-
CTBEHHBIX XapaKTEPUCTUK (PU3UIECCKUX BEITUUHH.

Oobe3mYnBaHue NMEPCOHAIBHBIX JAHHBIX- JEHCTBUS, B PE3YJIbTaTE KOTOPBIX
HCBO3MOXHO ONPCACIIMTL MPHUHAIJIC)KHOCTDb IICPCOHAIBHBIX AAHHBIX KOHKPCTHOMY
CyOBEKTY IEPCOHAIBHBIX JAHHBIX.

O6paboTKa MepCcOHANBHBIX JaHHBIX- JCHUCTBUA (Omepalyu) ¢ NepCOHaNb-
HBbIMHU JJAHHBIMU, BKJTFOUAsi COOp, CUCTEMATHU3aINI0, HAKOIUIEHUE, XpPaHEHUE, YTOUYHE-
HUe (OOHOBJIEHWE, W3MEHEHHE), WCIIOIh30BAaHKUE, PACTIPOCTPAHEHUE (B TOM YHCIIC
nepenady), o0e3IMYMBaHKEe, OJOKWPOBAHWE, YHUYTOKEHHE IMEPCOHAIBHBIX JaH-

HBIX.



OOuen0cTynHbIE MEPCOHAIbHBIE IaHHBIE- TICPCOHAIBHBIC JTaHHBIC, JOCTYII
HEOTPAaHUYEHHOTO KpyTa JIUI K KOTOPhIM MPEIOCTABIICH C COrfiachs CyObeKTa mepco-
HaJIbHBIX JaHHBIX WJIM HAa KOTOPBLIC B COOTBCTCTBHU C (l)eﬂepaﬂbHBIMI/I 3aKOHaMH HE
pacrpocTpansieTcs TpeOoBaHHUE COOIOICHNS KOHPHICHIIUATEHOCTH.

OmnepaTop (MepCcoOHANBHBIX AAHHBIX)- TOCYAAPCTBEHHBIM OpraH, MyHUIIU-
NaJIbHBIN OpraH, OPUIMYECKOe WM (DU3UYECKOE JIUI0, OpraHu3ylolee U (Win)
OCYIIIECTBIISIIONIEE 00PaOOTKY MEPCOHANBHBIX JAHHBIX, a TAKXKE OMPEACIISIFOIINE 11e-
JIM ¥ cofiepyKaHre 00pabOTKHU MepCOHATBLHBIX JaHHBIX.

TexHuvyeckue cpeacTsa HHPOPMANMOHHON CHCTEMbI NMEPCOHAJIBHBIX JTaH-
HBIX- CpE/ICTBA BBIUMCIIUTEIIHON TEXHUKH, WH(POPMAIMOHHO-BBIUYUCIUTEIBHbIC
KOMIUIEKChl U CETH, CPEICTBa U CUCTEMBbI Iepenauu, rnprema u odpabotku I1/1H
(cpencTBa M CHCTEMBI 3BYKO3aIHCH, 3BYKOYCHJICHHUS, 3BYKOBOCIIPOU3BEICHUS, MIEpe-
TOBOPHBIE U TEJICBU3MOHHBIE YCTPOMCTBA, CPEACTBA U3TOTOBIICHUSI, TUPAKUPOBAHUS
JOKyMEHTOB U JPYT€ TEXHHUYECKHE CpPENICTBa 00pabOTKH peueBOM, rpaduyecKown,
BUJIC0- U OYKBEHHO- LM(POBOI MHPOpMALIK), IPOrPaMMHBIE CPEICTBA (ONepaLMOH-
HBIC CUCTEMBI, CUCTEMBbI yTIpaBJICHUsI 0a3aMHu JJAHHBIX U T.I1.), CPEICTBA 3aIUThHI UH-
dhopmaru, IpuMeHsIeMble B THPOPMAITHOHHBIX CHCTEMAaX.

IlepexBar (uHpopmaumuu)- HEIPABOMEPHOE MOyYeHHE MHGOPMAIMH C HC-
TI0JIb30BAHUEM TEXHUYECKOTO CPEJICTBA, OCYIICCTRIISIFOIIETO OOHAPYKCHUE, IPUEM U
00paboTKy HH(DOPMATUBHBIX CUTHAJIOB.

IlepcoHanbHbIe AaHHBIE — JIT00ass MHOOPMAIIHS, OTHOCSIASCS K OIpeeIieH-
HOMY WJIM OIpEAesieMOMY Ha OCHOBAHMHM Takoil MH(popMauuu (U3HYECKOMY JTUILY
(cyOBEeKTy MepCOHANBbHBIX JAHHBIX), B TOM YHUCIE ero ¢haMuius, UMsi, 0OT4€CTBO, IO,
MECSIIl, aTa U MECTO POXKACHUS, aJpec, CeMEHHOe, COIMAIIbHOE, UMYIIECTBEHHOE
MoJIOKEeHHE, o0pazoBaHue, mpodeccus, T0X0/bl, Apyras uHGopMaius.

IMoGouHbIE YJIEKTPOMATHUTHBIE U3JTy4YeHHs M HABOJKH- DJICKTPOMArHUTHBIC
U3JIyYEHUS] TEXHUYECKUX CPEJICTB 00pabOTKU 3amuiinaeMor mH(opMaluu, BOZHHKA-
OIIUE KaK M0OOYHOE SIBJICHUE U BBI3BAHHBIE QJICKTPUYCCKUMU CHUTHAJIAMU, I[GIZCTBy—
IOIMUMHA B HX JJICKTPUYCCKHX M MAIHUTHBIX LCILIX, a TAKKC J3JICKTPOMAIHUTHBLIC

HAaBOJKH 3TUX CUTHAJIOB Ha TOKOITPOBOAAIINC JIMHUHU, KOHCTPYKIMKA U LCTIM ITUTAHUA.
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IHonuTnKa «YUCTOTO CTOJIA»- KOMIUIEKC OpPraHU3alMOHHBIX MEpPOIMPUSATHH,
KOHTPOJIMPYIOIIMX OTCYTCTBUE 3aNMChIBaHUS HA OyMa)kKHble HOCUTENU KJII0Yel 1 aT-
puOyTOB n0cTyNa (Mapojeil) u XpaHeHHus UX BOJIM3U 0OBEKTOB JAOCTYTIA.

IHoab30oBaTe b HHPOPMANMOHHON CHUCTEMbI NMEPCOHAJBHBIX JAHHBIX- JIU-
110, YYacTByIolIee B PyHKIIMOHUPOBAHUHU WH(OPMAIIMIOHHON CUCTEMBI MEPCOHATBHBIX
JAHHBIX WM UCHOJB3YIOIIEE PE3YIbTAThI €€ (PYyHKIUOHUPOBAHMUS.

IIpaBuwia pasrpaHnyeHusi 10CTYNA- COBOKYMHOCTb MPABUII, PErIAMEHTUPY-
IOLMX MpaBa I0CTYyNa CyObEKTOB AOCTyNa K 00bEKTaM J0CTyma.

I[IporpamMmmHuasi 3akjiaaaKa- KoOJl IPOrpaMMbl, MPEAHAMEPEHHO BHECEHHBIN B
POrpaMMy C IEIbI0 OCYIIECTBUTHh YTE€UKY, U3MEHHUTh, OJIOKUPOBATh, YHUUTOXHUTh
MH(OPMALMIO WIA YHHYTOXHTh U MOAU(MULMPOBATH MPOTPAMMHOE OOeCHeueHHe
MH(OPMAITMOHHOW CUCTEMBI MEPCOHANBHBIX JIAHHBIX U (WJIHM) OJIOKMPOBATH ammapar-
HbIE CPEJICTBA.

IIporpammHoe (MporpaMMHO-MaTeMaTH4ecKoOe) BO3/AelCTBHe- HECAHKIIUO-
HUPOBAHHOE BO3/IEHCTBUE HA PECYpChl ABTOMAaTU3UPOBAHHON MH(POPMAIIMOHHOMN CH-
CTEMBI, OCYLIECTBIISIEMOE C UCHOJIB30BaHUEM BPEAOHOCHBIX IPOrPAMM.

PackpbiTHe NEepCOHANBHBIX JAHHBIX- YMBIIUICHHOE WIM CIy4YailHOE Hapy-
HeHUe KOH(GUICHIIMATLHOCTH EPCOHATBHBIX IAHHBIX.

PacnpocTpaHenne nmepcOHAJbHBIX JAHHBIX- JCHCTBUSA, HAIpaBJICHHBbIE Ha
nepeadyy NEpPCOHAIBHBIX JIaHHBIX OIPEIECICHHOMY Kpyry Juu (mepenada Iepco-
HaJbHBIX JAHHBIX) WJIA HAa O3HAKOMIIEHHE C MEPCOHAIbHBIMU JaHHBIMH HEOTPaHU-
YEeHHOTO Kpyra JHI], B TOM YHCJIe 0OHApOJOBaHKE MEPCOHANBHBIX JaHHBIX B CpE/I-
CTBax MacCOBOM uHdopmanuu, pa3menieHue B uH(pOpMaImoHHO-
TEJIEKOMMYHUKAIIMOHHBIX CETSAX WM MPEeIOCTaBICHUE JOCTYNa K MNEePCOHATbHBIM
JTAHHBIM KaKHUM-JINOO UHBIM CITIOCOOOM.

Pecypc uH(pOpManMOHHOM CHCTEMBbI- UMEHOBAHHBIN 3JIEMEHT CUCTEMHOTIO,
MPUKIIAIHOTO WJIM alllapaTHoro obecrnedyeHus: (PyHKIMOHUPOBAHUS HH(POpPMAIUOH-
HOW CUCTEMBI.

CneunajbHble KATErOpPUM INEPCOHAJBbHBIX JAHHBIX- [EPCOHAJbHBIC JlaH-

HBIC, KaCarOoIInueccs paCOBOﬁ, HaI[MOHAJbHOM MNPHUHAOJIC)KHOCTH, IMMOJIUMTUUCCKUX B3TJIA-



JIOB, PEJIMTHO3HBIX WIH PUIOCO(PCKUX yOXKACHHIM, COCTOSHUS 3J0POBbSI 1 HHTUMHOM
’KU3HU CyObEKTa MEPCOHATIbHBIX TaHHBIX.

CpencrBa BbIYUCINTEIbHON TeXHUKH- COBOKYITHOCTb IIPOTPAMMHBIX U TEX-
HUYECKHUX 3JIEMEHTOB CHUCTEM OOpAOOTKH JAHHBIX, CIOCOOHBIX (PYHKIIMOHHUPOBATH
CaMOCTOSATEIBHO UJIM B COCTAaBE APYTUX CUCTEM.

CyobekT moctyna (cy0beKT)- JIMIIO WIH IMPOLECC, AEMCTBUS KOTOPOTO pe-
[JIAMEHTUPYIOTCS MPaBUIAMU Pa3rPaHUYEHUS TOCTYTIA.

TexHuyeckuil KaHaa yredku HHGpopManuu- COBOKYIIHOCTH HOCHUTEIS WH-
dbopmarmu (cpeactra 00padoOTKH), pU3rUecKor cpesbl pacnpocTpaHeHus: nHpopMa-
TUBHOT'O CUTHAJIA M CPEICTB, KOTOPBHIMH JOOBIBACTCS 3allUIaeMas nHhopMaIus.

TpancrpannyHasi mepeaaya MNepCOHAJBbHBIX JaHHBIX- Ieperaya Mepco-
HaJIbHBIX JAHHBIX oIlepaTopoM depe3 l'ocynapcrBeHHyro rpanuny Poccuiickon ®e-
Jiepalliy OpraHy BJIACTM MHOCTPAHHOTO TOCYJapcTBa, (PU3NUECKOMY WIM HOpHUINYeE-
CKOMY JIMIly THOCTPAHHOT'O TOCY1apCTBa.

¥Yrpo3bl 6e30MacHOCTH MEPCOHAIBHBIX JAHHBIX- COBOKYITHOCTh YCJIIOBUW U
(haxTOpOB, CO3AIOIMX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHUCIIE CITyYaitHO-
ro, JOCTyIa K IEPCOHAIBHBIM JAHHBIM, PE3YJIBTATOM KOTOPOIO MOXET CTaTb YHU-
YTOKEHHE, WM3MEHEHHUe, OJOKMPOBAHHE, KOMMPOBAHWE, PACHPOCTPAHEHHUE MEpPCo-
HAJILHBIX JIAHHBIX, 4 TAKKEe WHBIX HECAHKIIMOHUPOBAHHBIX JCUCTBUNA MPU UX OOpa-
00TKe B MH(POPMAITMOHHON CUCTEME MEPCOHATLHBIX JAHHBIX.

YHHUYTOKEeHUE MEPCOHATBHBIX JaHHBIX- JCWCTBUA, B PE3YJIHTATE KOTOPBIX
HEBO3MOKHO BOCCTAHOBHUTH COJICP)KaHHUE TIEPCOHATBHBIX JaHHBIX B MH()OPMAIIMOH-
HOW CUCTEME NEPCOHABHBIX JAHHBIX WM B PE3yJIbTaTe KOTOPBIX YHHUUYTOXKAKOTCSA
MaTepUaIbHbIE HOCUTEIIN NIEPCOHATIbHBIX JAHHBIX.

Yr1euka (3amumaeMoi) nHGopManuM M0 TEXHUYECKUM KAaHAJIaM- HEKOH-
TPOJIMPYEMOE pacipocTpaHeHHue UHPOPMAITUK OT HOCUTESI 3aluIiaeMoi nahopma-
K 9epe3 GU3UUYECKYIO CpPEeIy 0 TEXHHYECKOTO CPEICTBA, OCYIIECTBIISIONIETO Tie-

pexBaT uHdopmaIum.



YupeikaeHue- yUpeKACHUS 3APAaBOOXPAHCHUs, COIMAIBHON cephl, Tpyaa u
3aHATOCTH.

YAa3BUMOCTB- C1a00CTh B CPEJICTBAX 3allUThI, KOTOPYHD MOXXHO HCIIOJIB30-
BaTh JJIsl HAPYIIICHUS] CUCTEMBbI WU COACPIKaIICHCsl B HEMl MHGOpMaIIUK.

IlesocTHOCTH MH(pOPMAIME- CTTOCOOHOCTh CPEJCTBAa BBIYUCIUTEIILHON TEX-
HUKU WIM aBTOMAaTH3UPOBAHHOW CHUCTEMbI 00ECIIeYnBaTh HEM3MEHHOCTh MH(OpMa-

IIUM B YCJIOBUSIX CITYYaHOTO W/WJIM TIPEHAMEPEHHOTO UCKAYKEHHUS (pa3pyIleHus ).
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ABC
APM
AC
BTCC
NCIIIu
K3
JIBC
MO
HCJ
oC

IIMB
110
IIOMI1H
CA3
C3I11n
COB
CYB/J
TKYHU
TC
YbIl/In
VPN

OBO3HAYEHUS N COKPALLIEHUSA

AHTUBUPYCHOE CPEJICTBO

ABTOMAaTHU3UPOBAHHOE paboYee MECTO
ABTOMaTH3UpPOBAaHHAS CHCTEMA

BcnomoraresibHbIe TEXHUYECKHUE CPEACTBA U CUCTEMBI
NudopmarimonHas cuctema nepcoHaNbHBIX TaHHBIX
KonTponnpyemas 30Ha

JlokanbHas BBIMUCIUTEIIBHAS CETh

MesxkceTeBoi d3KpaH

HecankumonnpoBaHHbIi JOCTYTI

OrnepanionHas cucreMa

[TepconanbHbIe JaHHBIE

[IporpaMMHO- MaTeMaTH4ECKOE BO3ICHCTBUE
[Iporpammuoe obecnieueHme

[ToGoYHBIE PEKTPOMATHUTHBIE U3TyYSHHUS Y HABOJKH
CucremMa aHaM3a 3aAILIEHHOCTH

Cucrema 3alIUThBI IICPCOHAIIBHBIX JaHHBIX

Cucrema oOHapyEHUSI BTOP>KEHUM

Cucrema ynpasiieHus 0a3aMu JJAHHBIX

TexHru4ecKre KaHaIIbl YTEUKH HH(POpMAaIH
TexHIYECKOE CPENICTBO

YT1po3b1 0€30MaCHOCTH MEPCOHAILHBIX JTAHHBIX

Virtual private network- BuptyaiibHast yacTHast CETh
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BBEJAEHUE

Hacrosmas Konnenuus undopmannonnoi 6e3omacHoct MCIIIH T"ocynap-
CTBEHHOTO OIOJDKETHOTO yupekaeHus 3apaBooxpaHenus r. Cankr-IlerepOypra «I o-
poackoit momukuHUKU Ne 75%» (Ianee - YupexaeHue), siBiseTcs oQUIIMaIbHBIM J0-
KYMEHTOM, B KOTOPOM OIIpe/ieJieHa CUCTeMa B3IUISII0B Ha oOecreueHne nHpopmariu-
OHHOM 0€30MaCHOCTH Y UpEXKICHHUS.

Heob6xonumocts pazpadoTku Konrenmuu o0yciioBiieHa CTPEMUTEIbLHBIM pac-
MUpPEeHUEM cepbl TPUMEHEHUS HOBEHIMX WHOOPMAITMOHHBIX TEXHOJIOTHH W TMPO-
IIECCOB B YUpexaeHuu, npu oOpaboTke HHOpMAIMH BOOOIIE, W MEPCOHATBHBIX
JTAHHBIX B YACTHOCTH.

Hacrosmas Konnenuusi onpeaensieT OCHOBHBIE 1I€JIM W 3aJlau, a Takxke 00-
Iy CTPATErui0 MOCTPOCHUSI CUCTEMBI 3alllUThl MEPCOHAJBHBIX JTAHHBIX Y UpEkKIIe-
Hus. KoHrenuus onpezaensieT OCHOBHbIE TpeOOBaHMs M 0a30BbIE MOAXOAbI K UX pea-
JU3aIuu, 1)l JOCTHXKEHUS TpeOyeMoro ypoBHs 0€3011acHOCTH HH(POpMAITU.

Konuenuust paspaborana B COOTBETCTBUM C CUCTEMHBIM IMOJXO0J0M K oOecre-
yeHu1o uHpopMamoHHoi O0e3onacHOCTU. CUCTEMHBIN MOAX0/ MPEAnoaaraeT mpoBe-
JIEHUE KOMILJIEKCa MEPONPUSITHM, BKIIOYAIOIIUX HCCIEI0OBaHUEe yTrpo3 MHbOopMaIu-
OHHOM 0€30IaCHOCTH U pa3paboTKy cucTeMbl 3amuThl [1JIH, ¢ TO3UIMK KOMILIEKCHO-
ro MPUMEHEHUS TEXHUUYECKUX U OPTraHU3aIMOHHBIX MEp U CPEJICTB 3aIUTHI.

[Ton wudopmanmonHoi 6e3onmacHocThio IIJ[H MOHMMaeTCs 3alTUIEHHOCTD
MEePCOHAIBHBIX JaHHBIX M oOpabaTrkiBarollel UX HUHEPPACTPYKTYype OT JHOOBIX CIIy-
YallHBIX WJIM 3JIOHAMEPEHHBIX BO3JCHCTBUM, PE3yJIbTATOM KOTOPBIX MOXET SIBUTHCS
HaHeceHue yiiepba camoii mHMopMaIuu, ee Biaaenbiam (cyosektam I1J1H) wau uH-
dbpactpykrype. 3amaun uHGOPMAIIMOHHON 0€30MacHOCTH CBOJSITCS K MUHUMU3ALIUU
yiiep6a oT BO3MOXKHOM peanu3aiuu yrpo3 oezomacHoctd [1/[H, a Takke K IpOrHO3H-
POBAHMIO U MPEIOTBPAILLCHUIO TAKUX BO3ICUCTBUM.

KoHuenmus ciy>KUT OCHOBOM ISl pa3pabOTKU KOMILIEKCAa OpTaHU3aIllMOHHBIX
U TEXHUUYECKHX Mep MO 00ecreueHui0 MHPOPMAIMOHHON 0€30MacHOCTH Yupexe-
HUM, a TAK)K€ HOPMATUBHBIX U METOJIMUYECKUX JOKYMEHTOB, 00€CTICUMBAIOIINX €€ Pe-

aM3aIMio, U HE TIPEANoJaraeT nmoaMeHbl (PyHKIUN TOCYy1apCTBEHHBIX OPTaHOB BJa-
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ctu Poccuiickoii denepariny, OTBEUAIOMUX 3a obecrnedeHne O6e3omacHoCTH UHPOP-
MallMOHHBIX TEXHOJOTUHN U 3aIUTy UHPOPMALIUH.

Konuenius sBaseTcss METOA0JIOTHYECKON OCHOBOM JJISL:

- (opMHUpOBAHUS U TPOBEJICHUS €IUHOM MOJMTUKU B 00JAcCTH oOecreyeHus
oezonacHoctu [1J1n B UCITIH Yupexnenus;,

- IPUHSTHS YIPABICHUYCCKUX PEMICHUN M Pa3padOTKU MPAKTHIECKUX MEp 0
BOIUIOLIEHUIO MOMUTHKKU Oe3omacHocTu [1/IH U BRIpaOOTKM KOMILJIEKCA COTrIacOBaH-
HBIX MEpP HOPMaTHUBHO-NPABOBOTO, TEXHOJOTMYECKOIO W  OpraHU3alMOHHO-
TEXHUYECKOTO XapaKTepa, HApPaBIICHHBIX Ha BBISIBIICHUE, OTPAYKEHUE U JIMKBUAIUIO
MOCJIE/ICTBUN pean3aluy pa3audHbIX BUI0B yrpo3 [1J1H;

- KOOpJAMHAIIMU JACSATEILHOCTH CTPYKTYPHBIX MOApA3AeicHUN YupexaeHus
IIpU IIPOBeJIeHUU padoT 1o pazButuio U Kkcrryatanuu UCIIH ¢ coOmonenneM tpe-
OooBanmit obecrieueHus o6e3onacHocTu I1/1H;

- pa3pabOTKU MPEAJIOKEHUM MO COBEPIICHCTBOBAHUIO MPABOBOTO, HOPMATHUB-
HOTO, METOJIMYECKOT0, TEXHUUECKOT0 U OPraHM3allMOHHOro obecreueHus Oe3ornac-
Hoctu [1/In B UCII/IH Yupexnenus.

Oo6nactpy npuMenennsi KoHenumu pacnpocTpaHseTcs Ha BCE MOAPA3ACIICHUS
VYupexaeHus, B KOTOPbIX OCYIIIECTBIISIETCS aBToOMaTu3upoBaHHas oopadotka [1/1H, a
TaKKe Ha MOApa3/IeJCHUs, OCYIECTBISIONIUE COMPOBOXKICHUE, OOCTY>KUBAaHUE U
obecrieuenue HopManbHOTO (hyHKIIMOHUpoBaHus UCIIIH.

[IpaBoBoii 6a30it 411 pazpaboTku HacTose Konueniuu ciayxat TpeboBaHus
NercTByIOMUX B Poccuu 3aKOHOMATEIbHBIX U HOPMATUBHBIX JOKYMEHTOB IO 0Oec-

TeYEHHIO0 0€30IMacHOCTH IICPCOHAJIBHBIX TAHHBIX.
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1 O0ue moJioKeHUA

Hacrosimas Konueniust onpezaenser OCHOBHbIE IIEJIM W 3aJjauM, a TaKkxke 00-
nryto crpareruto noctpoenust C3IIIn Yupexnenus, B cooTBercTBuu ¢ llepeunem
NUCTIIn. Konuenius onpenensieT OCHOBHbIE TpeOOBaHUS U 0a30BbIE MOAXOAbI K UX
peanuzanuu, A JOCTHXKEeHHs TpeOyeMoro ypoBHs 6€301acHOCTH UH(POpMAIIUH.

C3I1In mpencraBisieT co0OM COBOKYIHOCTh OpPTaHM3AIMOHHBIX M TEXHHUYE-
CKUX MeponpuaTuii s 3amuthl [1/[H oT HempaBOMEpHOTO WM CIIy4allHOTO JOCTyIa
K HUM, YHUUYTOXCHHSI, U3MEHEHUS, OJIOKUPOBAHHUS, KOMTUPOBAHUS, PAaCIIPOCTPAHECHHUS
[1/1H, a Tak:Ke MHBIX HEIIPABOMEPHBIX JECHCTBUN C HUMH.

be3onacHOCTh MEPCOHANBHBIX JAHHBIX JOCTUTAETCsl MyTEM MCKIIIOUEHUS He-
CaHKIIMOHUPOBAHHOTO, B TOM YHCJIE CIIy9allHOTO, TOCTYIa K IEPCOHAIbHBIM JTAHHBIM,
PE3yJIbTaTOM KOTOPOTO MOXKET CTaThb YHUUYTOKEHUE, U3MEHEHUE, OJIOKHUpOBaHUE, KO-
NUPOBAaHUE, PACIPOCTPAHEHUE MEPCOHATBHBIX JAHHBIX, a TAKXKE MHBIX HECAHKIUO-
HUPOBAaHHBIX JCHUCTBHM.

Crpykrypa, coctaB u ocHOBHble ¢yHKIMH C3IIJ[H onmpenenstoTcss UCXoas U3
xiacca UCII/Jn. C3II/JH BKIFOYaET OpraHM3allMOHHBIE MEPBI U TEXHUYECKHUE CPEJl-
CTBa 3allUThl MHpOpManuu (B TOM 4uclie mudpoBaibHbie (KpUnTorpadhuyeckue)
CpEeICTBa, CPEJICTBA NMPEAOTBPAILEHUS] HECAHKIIMOHUPOBAHHOTO JOCTYyTMa, YTEYKU UH-
dbopManuu Mo TEXHHYECKUM KaHajlaM, TMPOTPaMMHO-TEXHHUYECKUX BO3ICHCTBHI Ha
TeXHUUYeCKue cpeactBa oopadborku I1/[H), a Takke ucronab3yeMble B MH(OOPMAIIMOH-
HOM crucTeMe HHPOPMAIIMOHHBIE TEXHOJIOTHH.

OTH MepbI NPU3BaHBI 00ECIICUYNTh:

- KOHpUIEHUIMATBbHOCTh WH(MOPMAIMK (3alUTa OT HECAHKIMOHHUPOBAHHOTO
O3HAKOMJICHUS);

- HeJIOCTHOCTH MH(pOpMaIU (aKTyaJbHOCTh U HEMPOTUBOPEUUBOCTH UHGOP-
MaIiH, €€ 3alUIICHHOCTh OT pa3pylIeHUsI 1 HECAHKIIMOHUPOBAHHOTO U3MEHEHUS );

- J0CTYMHOCTH MHGOpMaIuu (BOZMOXKHOCTh 3a MPHUEMIIEMOE BpeMs TIOTyUUTh
TpebyeMyto HHPOPMAITMOHHYIO YCIYTY).

Cranuu cozganust C3I1/IH BKIIHOYAIOT:
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- IPEIMTPOCKTHAS CTaus, BKJIIOYAIONIAs MPEanpoekTHoe oOcnemoBanne M C-
[1/1H, pa3paboTKy TEXHUYECKOTO (YJACTHOTO TEXHUYECKOI'0) 3aJJaHUsl Ha €€ CO3/JaHuE;

- CTaausl MpOoeKTUpoBaHus (pa3paboTku mnpoektoB) U peanuzanuu WCII/IH,
BKurovaronias pazpadotky C3I11n B cocrase UCII/IH;

- ctagus BBoga B Aericteue C3II/IH, BKIIOYAIOIIAsl ONBITHYIO SKCIUTYyaTalUio U
MIPUEMO- CIATOYHBIC UCITBITAHUSI CPEICTB 3aIUTHI HHPOPMAIIHH, a TAKXKE OI[CHKY CO-
orBetcTBUsl UCII[IH TpeboBaHusiM 6€301aCHOCTH UH(POPMALIUH.

OpraHuzaioHHbIe MEPBI MPEAyCMAaTPUBAIOT CO3JIaHUE U TOJJICp>KaHUE Mpa-
BOBOM 0a3bl 6e3omacHocTH I1/IH U pa3paboTKy (BBeaeHHE B JIEUCTBHE) MPEITYCMOT-
pennbix [lomutukol napopmannonnoit 6ezonacuoctu UCIIJIH crnemyromux opranu-
3aI[MOHHO-PACTIOPSAIUTEIbHBIX JOKYMEHTOB:

- [Iman meponpusituit o odecneuenuro 3amuthl [1/In npu mx obpaboTke B
NCIIdH;

- [Tnan MeponpusTUii 0 KOHTPOJIIO obecnieueHus 3amuThl [1/1H;

- [Topsimok pe3epBUpOBaHUs U BoccTaHOBICHUS padoTocnocooHoctu TC u I10,
0a3 manubeix u C3U,;

- JlomwknoctHas unctpykuus anmuauctpatopa UCIIIH B yactu obOecrieueHus
6e3onacHoctu [1/1n mpu ux obpadotke B UCII/IH;

- JlomkHOCTHAs HHCTPYKIMs agMuHucTparopa o6e3onacaoctu UCIT/IH;

- JlomwknoctHas uHCTpyKuus mnonb3oBatens WCII[AH B wactu oOecrieueHus
oe3onacHoctu [1/In mpu nx obpadbotke B UCII/IH;

- MHCTpYyKUMS Ha cilyyald BOSBHUKHOBEHHS BHEIITATHOW CUTYallUH,;

- PekomeHanMy mo MCIHOJIb30BaHUIO MPOTPAaMMHBIX U allapaTHBIX CPEICTB
3aIUTHI HHPOPMAITUH.

TexHuyeckre Mepbl 3allUThl PEATU3YIOTCS MPU MOMOIIM COOTBETCTBYIOIIHMX
MPOTPAMMHO-TEXHUUECKUX CPEACTB U METOJIOB 3aIlIUTHI.

[lepeueHb HEOOXOAMMBIX MEP 3aLIUTHI HHPOPMAITUU OTIPEACIISIETCS 110 PE3YJIib-

TaTtaM BHyTpeHHe# npoBepku OezonacHoctu MCIT/In Yupexnenus.
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Приложение%2012%20План%20мероприятий%20по%20обеспечению%20защиты%20ПДн.doc
Приложение%2014%20План%20внутренних%20проверок.doc
Приложение%2013%20Порядок%20резервирования%20и%20восстановления%20работоспособности%20ТС%20и%20ПО,%20баз%20данных%20и%20СЗИ.doc
Приложение%2013%20Порядок%20резервирования%20и%20восстановления%20работоспособности%20ТС%20и%20ПО,%20баз%20данных%20и%20СЗИ.doc
Приложение%2017%20Инструкция%20администратора%20ИСПДн.doc
Приложение%2017%20Инструкция%20администратора%20ИСПДн.doc
Приложение%2019%20Инструкция%20администратора%20безопасности%20ИСПДн.doc
Приложение%2018%20Инструкция%20пользователя%20ИСПДн.doc
Приложение%2018%20Инструкция%20пользователя%20ИСПДн.doc
Приложение%2020%20Инструкция%20пользователя%20по%20обеспечению%20безопасности%20обработки%20персональных%20данных,%20при%20возникновении%20внештатных%20ситуаций.doc

2 3agauu C3I1/1n

OcHoBHoii nienbio C3I1JIH sBISeTCS MUHUMU3AIUSA YillepOa OT BOZMOXKHOM pe-
anu3anuu yrpo3 oezonacuoctu [1J[H.

Jns noctwkeHuss OoCHOBHOM Iienu cucteMa OesomacHoctu [1JIn WMCIIIH
J0JKHA o0ecreunBaTh 3QPEKTUBHOE PEIICHHUE CISAYIONIMX 3a/1ay:

- 3aIIMTa OT BMemaTenscTBa B npoiecc ¢pynkiuonuposanus UCII/Ix mocro-
POHHUX JHI] (BO3MOXHOCTh HCIONb30BaHUd AC U JOCTYyN K €€ pecypcaM JI0JKHBI
UMETh TOJIBKO 3aPErUCTPUPOBAHHBIC YCTAHOBICHHBIM MOPSIAKOM MOJIb30BATENN);

- pa3rpaHUYE€HUE JIOCTYIA 3apETUCTPUPOBAHHBIX ITOJIB30BATEIICH K ammapar-
HBIM, TIporpaMMHBIM U uH(popmaronHbM pecypcam UCII/H (BO3MOXHOCTD A0CTY-
12 TOJIBKO K TEM pecypcaM U BBITOIHEHHS TOJIBKO TEX OMNEpPAlUil C HUMHU, KOTOPHIE
HE0OX0AMMBbI KOHKpETHBIM Tosib3oBaTessiMm VCII/In nmst BBIMOTHEHUS CBOMX CIIy-
KEOHBIX 00s3aHHOCTEN ), TO €CTh 3alUTY OT HECAHKIIMOHUPOBAHHOIO JIOCTYTIA!

a) k uHopmanuu, nupkyaupyromeit B UCII/IH;
0) cpeactBaM BerunciauTenbHor TexHuku UCIx;
B) amnmapaTHbIM, MPOrPAMMHBIM M KPUNTOTpapUUYECKUM CpelICTBaM 3a-

IMTHI, Kcnoib3yeMbiM B UCTTIH;

- perucTpaumsi JAEMCTBUM MOJIb30BATENICH IIPU MCIIOJIb30BAHUU 3alMIIAEMbIX
pecypcoB MCII/IH B CUCTEMHBIX KypHaJaxX U NEPUOJIUUECKUN KOHTPOJIb KOPPEKTHO-
CTU JIEMCTBUM IOJIB30BATEIEH CUCTEMBI IIyTEM aHAIU3a COJNEPKUMOIO ITHUX KypHA-
JIOB;

- KOHTPOJIb II€JIOCTHOCTH (0O€ecreueHrne HEM3MEHHOCTH) Cpellbl MCTOJIHEHUS
IPOrPaMM U €€ BOCCTAHOBJICHUE B ClIy4ae HapyILICHUs,

- 3alllUTa OT HECAHKIIMOHUPOBAHHOW MOAU(UKAIIUU U KOHTPOJb 1[ETOCTHOCTH
ucnons3yembix B MCIIJIH mporpaMMHBIX CpEICTB, a TAaKXkKe 3allUTy CUCTEMBbI OT
BHEJPEHUSI HECAHKIIMOHUPOBAHHBIX MPOTrPaMM;

- 3anquTa [1/IH OoT yTeuku 1Mo TeXHMYECKUM KaHallaM Npu ee 00paboTke, Xpa-
HEHMU U IIepeade 1o KaHajaaM CBS3H;

- 3amurta [1J[H, xpanuMmoi, oOpabaTbiBaeMOl M TMepeaaBaeMol IO KaHajiam

CBA3H, OT HCCAHKIMOHUPOBAHHOI'O PA3IJIalICHUA NI UCKAXKCHUA
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- obecrnieueHue XKUBYUYECTH KPUNTOTpaUUYECKUX CPEACTB 3aIIUThl HHPOpMa-
LMY IIPY KOMIIPOMETALUN YaCTH KIYEBOM CUCTEMBI;

- CBOEBPEMEHHOE BBISBICHHE HCTOYHUKOB yrpo3 0e3zonacHoctd [1/[H, npuunH
U yCIIOBHH, CIIOCOOCTBYIOIIMX HaHECEHMIO yuiepOa cyosekram [1/1H, coznanue mexa-
HU3Ma OIEpPaTUBHOI'O pearupoBaHusl Ha yrpo3bl OezomacHocTH I1/IH M HeraTBHBIE
TEHJICHIINH;

- CO3JIaHUE YCJIOBUM JUIsi MUHMMM3AIUKU U JIOKAJIU3allMM HAaHOCUMOIO yIepoa
HEMPaBOMEPHBIMU ACUCTBUAMH (PU3NUECKUX U IOPUANUECKUX JIMII, OClIa0JIeHue Hera-

THUBHOI'O BJIWAHHNSA U JIMKBU AN HOCJIC,ZICTBI/Iﬁ HapYyHICHUA 0e30IacHOCTH HI[H
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3 O0BbeKTHI 3aIUTHI
3.1 llepeuenb uHGOPMALMOHHBIX CHCTEM

B Vupexnaenun npousBoautcs o0paboTKa NEPCOHANBHBIX JaHHBIX B UHPOP-
MalMOHHBIX cucTeMa 00padoTku nepcoHanbHbIX AaHHBIX (MCIT/IH).
[lepeuenr UCII[H ompenenserca Ha ocHoBaHMM OTyeTa MO pe3yJbTaTaMm

BHYTPEHHEHN MPOBEPKHU.

3.2 llepeyeHb 00bEKTOB 3aILMTHI

OObeKkTaMu 3allUThI ABISIOTCS- MHGopManus, oopadbareiBaemast B UCII/IH, u
TEXHUYECKUE CPEJICTBA €€ 00padOTKU U 3amuThl. [lepeueHb nepcoHanbHbIX JaHHBIX,
noJIJIeKalie 3amure, onpeaeneH B [lepedne nmepcoHaNbHBIX JaHHBIX, MOJJIEKAIITIX
3amute B CII/I.

OOBEKTHI 3aIUTHI BKIIOYAOT:

1) O6pabaTeiBacMast HHGOPMAIIHSI.

2) TexHonoruueckas HHGOpPMALIUS.

3) [IporpaMMHO-TEXHUYECKHE CPEICTBA OOPAOOTKH.

4) Cpencrsa 3ammtsl [1]1H.

5) Kanabl nH()OPMAIIMOHHOTO OOMEHA U TEJICKOMMYHHKAIIWH.

6) OOBEKTHI U IOMEIIEHUS, B KOTOPBIX pa3menieHbl komrmoHeHTsl MCIT/IH.
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4 Kanaccupurkanus noas3osaresieit UCII/In

[TonwzoBatenem UCII/H sBisieTcs nuii0, ydacTByoliee B (yHKIIMOHUPOBAHUHU
UHGOPMAIMOHHON CHUCTEMBI MEPCOHATBHBIX JAHHBIX WM UCHOJb3YIOIIee pe3yibTa-
Tol ee (ynkuuonupoBanus. [lonszoBarenem MCIIn sBnsercs no00i COTPYIHUK
VYupexaenus, nmeromunid noctyn k UCIIJIH u ee pecypcam B COOTBETCTBUU C yCTa-
HOBJICHHBIM TIOPSIIKOM, B COOTBETCTBHH C €r0 ()yHKIIMOHATBHBIMUA 00SI3aHHOCTSAMHU.

[Tonb3oBarenu MCII/IH nensTca Ha TP OCHOBHBIE KAaTETOPUH:

1) Anmunuctparop UCIIH (coTpyaHukn YUpeKIeHHS, KOTOPHIE 3aHUMAIOT-
Csl HACTPOWKOM, BHEAPEHHEM M COMPOBOXKIECHUEM CHCTEeMBbI). Anmunauctparop MC-
[T/11 obnagaer ciaenyromM YpOBHEM JAOCTYIIA:

- oOnagaer nmojaHoM mHMOpMalKMel 0O CUCTEMHOM M MPUKIATHOM IIPO-
rpamMmHoM obecnieuennu UCIIH;

- o0aaet noJHOM HHPOpManuen 0 TEXHUYECKUX CPEJCTBAX U KOH(DU-
rypauuu UCIT/1H;

- UIMEET JIOCTYIl KO BCEM TEXHUYECKHM CpelIcTBaM 00paboTkKu MHGOP-
Mauuu 1 gaanabiM UCIIH;

- o0jajmaer mpaBaMud  KOH(MUTYpUPOBAaHUS M aJIMUHHUCTPATUBHOMN
HacTpoiiku Texanueckux cpeacts NCII/IH.

2) Iporpammuct- paszpaborunk UCII/IH (coTpyaHukn YUpeKIeHHUS WUIH CTO-
POHHUX OpraHU3aluii, KOTOpPbIE 3aHUMAIOTCS pa3pabOTKOIl MporpaMMHOro odecre-
yenwust). Paspaborurk MUCII/IH o61agaeT ciaeayonmM YPOBHEM JOCTYIIA:

- obnmagaer wHbopManmMel 00 amropuTMax M IporpamMmmax oOpabdOTKU
unpopmaruu Ha UCIT/IH;

- 00Ja1aeT BO3MOKHOCTSIMU BHECEHHUS OIIMOOK, HEAEKIapUPOBAHHBIX
BO3MOXHOCTEM, MPOrPAMMHBIX 3aKJIaJ0K, BPEIOHOCHBIX MPOTpaMM B IIPO-
rpammuoe obecnieueHue MCII/{n Ha ctanguu ee pa3pabOTKH, BHEIPEHUS U CO-
MIPOBOXKICHUS;

- MOKET pacroJiaraTh JOOBIMH (hparMeHTaMu WHGOPMAITUH O TOTOJO-
ruu UCII/IH u TexHuyeckux cpeactBax oopadoTku u 3ammThl [1/1H, 0O6pada-

ThiBaeMbIX B UCIT/IH.
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3) Oneparop UCII/IH (COTpYaHUKH MOAPA3ACICHUA YUPESHKICHUS yIaCTBYIO-
mux B nporecce skcruryaranuu MCITIx). Oneparop MUCIIIH o6namaeT ciexyonmm
YPOBHEM JIOCTyMA:

- obyamaeT BceMU HEOOXOAMMBIMHU aTpuOyTaMu (HarmpuMmep, mapoiem),
00eCreunBaOIIUMU JOCTYT K HEKOTOpOMY MoaMHOecTBY [1/1H;
- pacrionaraeT KOHQUACHIIMAIbHBIMUA TAHHBIMHU, K KOTOPBIM HUMEET J10-

CTYIL

Kareropuu nosas3oBaTeneit JOJDKHBI OBITH onpenenenbl it kaxaon MCI/H.
JIoIKHO OBITH YTOYHEHO pa3JieJIeHUE COTPYJIHUKOB BHYTPH KaTEropui, B COOTBET-
CTBUM C TUIIAMU TOJb30BaTeNeil omnpeneracHHbIMUA B [lonuTuke MHPOpMAIIMOHHOM
0€30I1aCHOCTH.

Bce BbIsSBIICHHBIE TPYNITBI MTOJIB30BATENECH OTpaxaroTcs B OTuere no pesyJsibra-
TaM BHYTPE€HHEHN npoBepku. Ha ocHoBanum OTuera onpenessroTes mpasa I0cTyna K
sanementam MCII/IH nmsa Bcex rpynm mosib30BaTelie U oTpaxaroTcss B Marpuiie 1o-
cryna (ITonoxkeHur O pasrpaHWYCHHM IPaB JIOCTyIa K 0OpabaThIBAEMBIM IEPCO-

HaJIbHBIM I[aHHBIM).
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5 OCHOBHBbIC NPUHIMIIBI MOCTPOCHUS CHCTEMbI KOMILIEKCHOM 3aIIUThI
uH(popMauH

[Toctpoenue cuctemsr ooecneuerus 6e3omacaoctu [1/{n UCITIH Yupexnenus
1 ee (PYHKIIMOHUPOBAHME JIOKHBI OCYIIECTBIATHCS B COOTBETCTBUU CO CIETYIOITH-
MU OCHOBHBIMH IPUHITUTIAMH:

- 3aKOHHOCTB;

- CHCTEMHOCTB;

- KOMILJIEKCHOCTb;

- HEMIPEPHIBHOCT;

- CBOEBPEMEHHOCTb;

- IPEEMCTBEHHOCTh U HEMPEPHIBHOCTH COBEPIIICHCTBOBAHNS,

- IEPCOHAJIbHASA OTBETCTBEHHOCTD;

- MUHUMM3ALUS TOJTHOMOYHI;

- B3aUMOJICHCTBHE U COTPYIHUYECTBO;

- THOKOCTBH CHCTEMBI 3aIlUThI,

- OTKPBITOCTh AJITOPUTMOB U MEXAHU3MOB 3aIlIUTHI,

- IPOCTOTA MPUMEHEHUS CPEJICTB 3AIUTHI;

- Hay4YHas 000CHOBAaHHOCTH U TEXHUYECKAS PEaTM3yEeMOCTb;

- Crienuanu3anus 1 npohecCuoHaIn3M;

- 00513aTEIBHOCTh KOHTPOJIS.

5.1 3akoHHOCTH

[Ipeanonaraer OCyIIECTBICHWE 3alUTHBIX MEPONPHUITHIL M  pa3pabOTKy
C3I1dn YupexneHust B COOTBETCTBUH C JACHCTBYIOIINM 3aKOHOATEIILCTBOM B 00Ja-
cty 3amuThl [1/IH M Ipyrux HOPMATHUBHBIX AKTOB MO OE30MAaCHOCTH MH(POpPMALIUH,
YTBEPKICHHBIX OpraHaMH IOCYJapCTBEHHOM BJIACTH M YINPABJICHUS B IpEAEnax HX
KOMITETEHLINH.

[Tonb3oBaTenu u obchyxkuBatomuii nepconan I[[{n UCII[An VYwupexnenus
JOJDKHBI OBITH OCBEIOMIIEHBI O TIOPSAJIKE PaOOTHI ¢ 3alIuinaeMon nHpopManuen u 00

OTBETCTBEHHOCTH 3a 3amuThl [1/]H.
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5.2 CucTeMHOCTh

Cuctemusbiii noaxon k nocrpoenuto C3I1/In Yupexnenus: npeanosaraet yuer
BCEX B3aMMOCBSI3aHHBIX, B3AMMOJCHCTBYIOIINX U M3MEHSIOMNUXCSI BO BPEMEHH 3Jie-
MEHTOB, YCJIOBHM U (paKTOPOB, CYIIECTBEHHO 3HAYMMBIX JIJISi TOHUMAHUSI U PEIICHUS
npobiemsl obecnieuenus 6e3omnacuoctu [11n UCTIIn Yupexaenus.

[Ipu co3aHuu CUCTEMBI 3aIIUTHI TOJDKHBI YYUTHIBATHCS BCE cadble U Haubo-
Jiee ysi3BUMbIe MecTa cucteMbl 00padotku I1/1H, a Takke XapakTep, BO3MOKHBIE 00b-
€KThI M HANpaBJIEHUsI aTaK HAa CUCTEMY CO CTOPOHBI HapylIuTeneil (0COOEHHO BBICO-
KOKBAJIM(DUITUPOBAHHBIX 3JIOYMBINIJICHHUKOB), MyTH MPOHWUKHOBEHHS B pacrpese-
nennbie cuctembl 1 HCJ x madopmarmu. CucteMa 3amuThl TOJDKHA CTPOUTHCS C
Y4E€TOM HE TOJIbKO BCEX M3BECTHBIX KaHayoB npoHnkHoBeHus u HCJI k nndopmaruu,
HO M C YYETOM BO3MOKHOCTH MOSIBJICHUSI MPUHLIMIIUAIBHO HOBBIX MYTEH peaau3aluu

yrpo3 6e30MacHOCTH.

5.3 KoMILIEKCHOCTH

KoMmriekcHOe MCIoab30BaHUE METOJIOB U CPEACTB 3allUThI MPEAIONIAraeT co-
IJIaCOBAaHHOE MPUMEHEHHUE PA3HOPOJHBIX CPEACTB MPHU MOCTPOCHUM IIEJIOCTHOM CH-
CTEMBI 3alllUThI, IEPEKPHIBAIOIICH BCE CYIIECTBEHHbIC (3HAYMMBbIE) KaHAJIbI peaanu3a-
MU YTPO3 U HE CoJIeprKaIlel c1adbIX MECT Ha CThIKAX OT/IEJIbHBIX €€ KOMIIOHEHTOB.

3ammra A0JKHA CTPOUTHCS SIIEIOHMPOBAHO. [[s KaXJ0ro kaHajla yTEUKH
uHMOpPMAITUU U I K0 Yyrpo3bl O€30MacCHOCTU TOHKHO CYIIECTBOBATh HECKOJIb-
KO 3allUTHBIX pyOexei. Co3aHue 3alUTHBIX pyOexked OCYHIECTBISETCS C yYETOM
TOTO, YTOOBI JIJISl UX MPEOIOJICHUS TOTEHIIUATIEHOMY 3JI0YMBIIIIEHHUKY TPEOOBAINUCH
npodeccuoHaNbHbIE HABBIKM B HECKOJIBKUX HEB3aUMOCBSI3aHHBIX 00JIACTSIX.

Bremnsisa 3amura 10mkHa obecnieunBaThesl (PU3MYECKUMU CpeJICTBaMu, Opra-
HU3AIMOHHBIMU U MPaBOBbIMU MepaMu. OTHUM U3 HanOoJiee YKPEIUICHHBIX pyOeKeit
MPU3BaHbI OBITH CPEACTBA KpUNTOTrpaUUEeCKON 3alUThl, PEaTU30BAHHBIC C UCIIOb-
3oBanueM TexHosoruu VPN. IlpuknagHoil ypoBeHb 3alUThI, YUYUTHIBAIOLIUNA OCO-

OCHHOCTHU TIPEAMETHON 00JIaCTH, TIPEICTABIISACT BHYTPEHHUHN pyOeK 3aIUTHI.
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5.4 HenpepbiBHOCTH 3amuThl [1/{H

3amumra I1/IH- HEe pa3oBoe MepONpUATHE U HE NPOCTas COBOKYITHOCTh ITPOBE-
JIEHHBIX MEPOIPUSATHNA U YCTAHOBIICHHBIX CPEJCTB 3aILUTHI, & HEMPEPHIBHBIN LIEJICHA-
MPaBJICHHBINA TIPOILIECC, MPEIOIaratouid TPUHATUE COOTBETCTBYIOIIUX MEpP Ha BCEX
sTanax »ku3HeHHoro nukiaa MCIIH.

NCII[JH nomkHBI HAXOOUTHCS B 3AIIUIICHHOM COCTOSHUM Ha MPOTSHKEHUU
BCETO0 BPEMEHH WX (DYHKITMOHMPOBAHUS. B COOTBETCTBUH C ATUM MPUHIIUIIOM JTOJIXK-
HbI IPUHUMATHCS Mephl Mo HenonyueHuto nepexona MCII/IH B He3amuIEeHHOe CO-
CTOSIHHE.

BoabmuHCTBY (PU3WYECKUX M TEXHHUYECKUX CPEICTB 3aIIUTHI IS d(PPEeKTUB-
HOTO BBITIOJIHEHHUS CBOUX (DYHKIIMI HEOOXO0IMMa MOCTOSIHHAS TEXHUYECKasi U OpraHu-
3allMOHHAas (aAIMUHUCTPATHUBHAS) MOIEPKKa (CBOEBpEMEHHAsl CMEHA U 00eCIeUeHHE
MPaBUJILHOTO XPAaHEHHUs U MPUMEHEHUsI UMEH, TapoJieil, Kitoduel mudpoBaHus, nepe-
orpejiesieHre MoJHOMOYMi u T.1.). IlepepbiBbl B paboTe CpencTB 3allUTHl MOTYT
OBITh MCIIOJIb30BAHBI 3JIOYMBIIIUICHHUKAMU JJIsl aHall3a MPUMEHSIEMbIX METOJIOB U
CPEACTB 3allUTHI, JJIl BHEAPEHUS CIEUHABHBIX MPOrPaMMHBIX M alllapaTHbIX ''3a-
KJIAQJOK" U JAPYTUX CPEACTB NMPEOJOJIEHUS CHCTEMBI 3allUThl MOCIIE BOCCTAHOBIICHUS

ee (PYHKITMOHUPOBAHUSI.

5.5 CBOEBpEMEHHOCTH

[Ipenmonaraer ympexaaromuid XapakTep Mep oOecrnedeHus: 0e30macHOCTH
[T1/I1, TO ecTh MOCTAHOBKY 3a1ad no komriuiekcHou 3ammre MCIIIxn u peanuzanuto
Mep obecrieuenust 6ezonacHoct [1J[H Ha pannux cramusx pazpaborku MCIIIx B
IEJIOM M €€ CUCTEMBI 3alIUThl HH(POPMAIIUH, B YaCTHOCTH.

Pa3paboTka crCTEMBI 3aIUTHI TOIKHA BECTUCH MapaJUIeIbHO ¢ pa3paboTKOMN U
Pa3BUTHEM CaMOM 3allUIaeMONd CHCTEMBI. DTO IMO3BOJUT YUeCTh TpeOOBaHHS Oe€3-
OTIACHOCTH IPHU MPOSKTUPOBAHUU apPXUTEKTYpPhl M, B KOHEYHOM CUeTe, CO3/1aTh OoJiee
s dexTuBHBIE (Kak MO 3aTpaTaM PECypCoOB, TaK U MO CTOWKOCTH) 3aIUIICHHBIC CHU-

CTCMBI.
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5.6 IIpeeMCTBEHHOCTH U COBEPIIEHCTBOBAHNIE

[IpennonararoT NOCTOSIHHOE COBEPILIEHCTBOBAHUE MEP U CPEACTB 3AILMTHI WH-
(¢opMauu Ha OCHOBE MPEEMCTBEHHOCTH OPraHM3AIlMOHHBIX M TEXHUYECKUX pelle-
HUI, KaApOBOTO cOCTaBa, aHanu3a pynkunonuposanust UCII/Ix u ee cuctemsl 3amniu-
Thl C YYETOM M3MEHEHMH B METOJIaX M CPEJCTBaxX MepexmBaTa MHPOpMAIH, HOpMa-
TUBHBIX TpPeOOBaHUI MO 3alUTE, JOCTUTHYTOTO OTEYECTBEHHOI'O U 3apyOeixHOro

OIbITA B ATOM 00JIACTH.

5.7 IlepcoHajibHAsi OTBETCTBEHHOCTh

[Ipeanonaraer BO3J0KEHHE OTBETCTBEHHOCTH 3a OOecredeHre 0e30MacHOCTH
[1/11 u cuctembl UX 0OpabOTKM Ha KaXKJIOTO COTPYAHHMKA B Ipelesiax ero moJHOMO-
yuid. B COOTBETCTBUM C 3TUM MPHUHIIMIIOM paclpeiesieHue MpaB U 00s13aHHOCTEH Co-
TPYJHUKOB CTPOUTCS TaKUM 00pa3oM, 4TOOBI B CiIyyae J000ro HapyIIeHUs KPYyT BU-

HOBHHKOB OBIJT YETKO U3BECTEH HIIU CBCJICH K MUHUMYMY.

5.8 IIpuHUOMI MUHUMHU3ANUM TTOJTHOMOYHIA

O3HavaeT mpeaoCTaBIICHUE MOJIb30BATENSIM MUHUMAJIBHBIX NpaB JIOCTyNa B
COOTBETCTBUH C MPOU3BOJICTBEHHOW HEOOXOJUMOCTHIO, HA OCHOBE IMPHUHIUIA «BCE,
YTO HE PA3PELIEHO, 3AMIPELIEHO.

Hoctyn k [1JIH 10mKeH MpenoCcTaBIsAThCsS TOJIBKO B TOM Clydae U 00beme, ec-

JIN OTO HGO6XOI[I/IMO COTPYAHUKY IJIA BBIIIOJIHCHHA €TI0 JOJKHOCTHBIX 00s13aHHOCTEIA.

5.9 B3aumojeiicTBHE U COTPYIHUYECTBO

[Ipeanonaraer coznanue OiaronpusTHOW aTMOchephl B KOJJIEKTUBAX MOApa3-
neneHuit, odbecneunBaromux nearenbHocte WUCII[H Yupexnenus, s CHUKCHHUS
BEPOSITHOCTA BO3HUKHOBEHHSI HETATUBHBIX JCUCTBUM CBSI3aHHBIX C YEJIOBECYECKUM
(bakTopoM.

B Ttakoif oOCcTaHOBKE COTPYIHUKH JTOJDKHBI OCO3HAHHO COOJOJATh yCTaHOB-
JICHHBIC TIpaBUJIa U OKAa3bIBATh COJCUCTBUE B NECATEIBHOCTH MOJPA3ACICHUN TEXHU-

YECKOM 3aIUThl HHPOPMAIIUH.

5.10 I'mb6kocTh cuctemsl 3amuThl I11H

[IpuHsTHIE MEPHI 1 YCTAHOBJIEHHBIE CPEJICTBA 3aIUTHI, 0COOCHHO B HaYaIHHBIN

nepuoa HUX IKCIUTyaTaluyuu, MOTYT obecrieunBaTh Kak IIpCBMCpHBII\/’I, TaK U HEOO0CTa-
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TOYHBIA YPOBEHB 3anuThI. JIJis obecreueHrss BO3MOXHOCTH BapbUPOBAHUSI YPOBHEM
3alMIIEHHOCTH, CPEJICTBA 3alllUThl JOJDKHBI 00JIajaTh OIMpPEAEIEHHON TMOKOCTHIO.
Oco0eHHO Ba)KHBIM 3TO CBOMCTBO SIBIIICTCS B T€X CIIy4asX, KOTJa YCTAHOBKY CPECTB
3aIlllMThl HEOOXOUMO OCYIIECTBIIATh Ha pabOTaIOIIyI0 CUCTEMY, HE Hapylias IMpo-

necca €€ HOPMaAJIbHOTO q)YHKHI/IOHI/IpOBaHI/IH.

5.11 OTKprTOCTL aJIIrOpUuTMOB 1 MEXAaHU3MOB 3allIMTHI

CyTp mpuHLHKIIA OTKPBITOCTH AJITOPUTMOB U MEXAHWU3MOB 3aIlUTHl COCTOUT B
TOM, YTO 3all[UTa HE JOJDKHA 00€CTeUMBATHCS TOJIBKO 32 CUET CEKPETHOCTH CTPYK-
TYpPHON OpPraHU3alUy U AITOPUTMOB (DYHKIIMOHUPOBAHUS €€ MOJCUCTEM. 3HAHUE all-
TOPUTMOB pabOThl CUCTEMBI 3alIUThI HE TOJKHO JaBATh BO3MOXHOCTH €€ MpeoaoJie-
Hus (1axe aBropam). OHAKO, 3TO HE 03HAYAET, YTO MH(OPMALIUI O KOHKPETHOU CH-

CTEME 3alUThI I0JKHA OBITH OOIIEAOCTYITHA.

5.12 IlpocToTa NpMMeHeHHsI CPEACTB 3aIUTHI

MexaHu3MBbl 3aIUTHl JOJDKHBI ObITh MHTYUTHBHO TOHSTHBI W MPOCTHI B HC-
10JIb30BaHuU. [IpuMeHeHne cpe/iCTB 3alUThl HE TIOJKHO OBITh CBSA3aHO CO 3HAHHUEM
CIICIUAJIBHBIX SI3BIKOB WJIM C BBIMOJHEHUEM JEHUCTBUH, TPEeOYIOMMX 3HAYUTEIbHBIX
JIOTIOJIHUTENIBHBIX TPYA03aTpaT MpU OOBIYHONW padoTe 3aperucCTPUpPOBAHHBIX yCTa-
HOBJICHHBIM TOPSIIKOM TOJIb30BaTENIEH, a TakKe HE JTIOJKHO TpeOoBaTh OT MOJIb30Ba-
TEeJIsl BBIMOJHEHUS] PYTUHHBIX MaJIONIOHATHBIX €My Omepalnuii (BBOJ HECKOJbKUX Ta-
poJiell ¥ UMEH | T.1.).

JloJbKHA AOCTUIaThCsl aBTOMATH3alMs MAaKCUMaJIbHOIO YKCjla JIEHCTBUN MOJb-

3oBateneit u agmunuctparopo UCITH.

5.13 HayuHnasi 000CHOBAaHHOCTb U TeXHHYECKAas peajin3yeMocTh

NudopmarnmonHbsie TEXHOJOTHUH, TEXHUYECKHE W TIPOrpaMMHBIE CPEICTBA,
CpPEICTBa U MEpHI 3alUThl MHPOPMAIIUU JOJKHBI OBITh peain30BaHbl HA COBPEMEH-
HOM ypOBHE Pa3BUTHS HAyKU U TEXHUKH, HAYYHO OOOCHOBAHBI C TOUKH 3PEHUS J0-
CTHKEHHUSI 33JIAaHHOTO YPOBHSI 0€30MacHOCTH MHGPOPMAIUU U JOJIKHBI COOTBETCTBO-

BaTh YCTAHOBJICHHBIM HOpMaM U TpeboBaHUsAM 1o Oe3onacHocT [1/[H.
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C3I1In nomkHa OBITh OPUEHTUPOBAHA HA PELICHHS, BOZMOXKHBIE PUCKU IJIS
KOTOPBIX U MEPBI IPOTUBOJECUCTBUSA 3TUM PUCKAM IPOILIIU BCECTOPOHHIOIO TEOPETHU-

YECKYI0 U MPAKTHUYECKYIO MPOBEPKY.

5.14 Cnenuaau3anusi 1 npogeccuoHaIN3M

[Ipeanonaraer npuBiedYeHUE K pa3padOTKE CPEACTB U Pean3aluyd Mep 3allu-
Thl HH(OpPMAIUU CTICIIMAIM3UPOBAHHBIX OpraHU3alNii, Hanbosee MOArOTOBICHHBIX K
KOHKPETHOMY BHUAY JEATEIHLHOCTH MO obecreueHnto Oe3omacHocty [1/1H, mmeronux
OMBIT MPAKTUYECKOW pabOThl U TOCYAAPCTBEHHYIO JUIEH3MIO Ha IMPaBO OKa3aHUs
yCcIyr B 3TOM oOnactu. Peanu3anmsi agMUHHUCTPATUBHBIX MEp U OSKCIUTyaTalus
CPEICTB 3allUTHl JOJHKHA OCYIIECTBISATHCS MPO(ECCHOHATBHO TMOATOTOBICHHBIMU

CcricouaInCraMu Y‘-Ipe)KI[GHI/ISI.

5.15 O06s13aTeJILHOCTH KOHTPOJISE

[Ipeanonaraer 00sA3aTeIbHOCTh U CBOEBPEMEHHOCTD BBISIBJICHUS U MPECEUEHUS
HOMBITOK HAPYIIEHUS! YCTAHOBJIEHHBIX NMpaBui obecrnieueHus: 6ezonacHoct I11JH Ha
OCHOBE UCIOJIb3YEMBIX CUCTEM U CPEACTB 3aIUThI HHPOPMAIIUHU IPU COBEPILIEHCTBO-
BaHUH KPUTEPUEB U METOAOB OLEHKH 3(PPEKTUBHOCTU 3TUX CUCTEM U CPEACTB.

KoHTponb 3a eATenbHOCThIO JHO0r0 IMOJIb30BATENS, KaXI0T0 CPEACTBa 3a-
IIUTHI U B OTHOIIEHHUH JIFOOOT0 00BEKTA 3aLUThI TOJKEH OCYIIECTBIATHCS HA OCHOBE
IIPUMEHEHUS CPEACTB ONEPATUBHOTO KOHTPOJIA U PETMCTPALMU U JOJDKEH OXBAThI-
BaThb KaK HECAHKLIMOHMPOBAHHBIC, TAK U CAHKLIMOHUPOBAHHBIC JIEUCTBUS I0JIb30Ba-

TEJEN.
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6 Mepbl, MeTOBI U CpecTBa o0ecnieyeHusi TPedyemMoro ypoBHsi
3alUIEHHOCTH

Obecnieuenne TpeOyeMOro YpOBHS 3alIUIIEHHOCTH JOJDKHOCTH JOCTHTATHCS C
HCIIOJIb30BAaHUEM MEpP, METOJIOB U CpelCTB Oe3zomacHOCTH. Bece Mephl obecrnieueHus
oezonacnoctu UCIIJIH moapasnensroTcs Ha:

- 3aKOHOJIATCIIbHBIC (ITPABOBHIC);

- MOPAJIbHO-3THUYECKUE;

- OpraHU3alMOHHbIE (aIMUHUCTPATUBHBIC);

- pusnveckue;

- TEeXHUYECKHE (aIapaTHbIe U MPOTPaMMHBIE).

[lepeuenb BbIOpaHHBIX Mep oOecrieueHus: Oe30macHOCTH oTpaxkaercs B [lnane

MGpOHpI/IHTI/Iﬁ 110 00€eCIIeYeHUIO 3alIUThI IICPCOHAJIBHBLIX JdHHBIX.

6.1 3akoHoaaTeNbHbIE (IPAaBOBbIE) MePhI 3AIUTHI

K mpaBoBBIM MepaM 3alUTBl OTHOCATCS JEUCTBYIOLIME B CTPAHE 3aKOHBI, YKa-
3bl U HOPMATUBHBIE aKThl, pErJaMeHTHpYIOIIKe npaBuia oopamenus ¢ [1/1H, 3akpen-
JSIOIIME MpaBa U O0S3aHHOCTU YYAaCTHUKOB MH(OPMAIIMOHHBIX OTHOILIEHUH B IMpPO-
1ecce ee 00pabOTKU U UCTIOIb30BaHUS, a TAK)KE YCTaHABIMBAIOLIUE OTBETCTBEHHOCTh
32 HapYILUECHUs ITUX MPABUJ, IPEHATCTBYsS TEM CaMbIM HEIPABOMEPHOMY HCIIOJIB30-
BaHuio [1J[H u sBISAIOIIMECS CIEP>KUBAIOIIUM (DAKTOPOM JJIs MOTEHIIMAIbHBIX HApY-
LIUTENEH.

[IpaBoBbIE MEpHI 3aIIUTHI HOCSIT B OCHOBHOM YIIPEXAAOIINMI, TPOPUIaKTHYE-
CKU XapakTep U TPeOYIOT MOCTOSSHHOMN pa3bsICHUTENBHOU PabOThI C MOJIb30BATEIAMU

n 06CJ'Iy>I(I/IBaIOHH/IM IICPCOHAIIOM CUCTCMBI.

6.2 MopajibHO-ITHYECKHE MePbI 3aLUThI

K MopanbHO-3THUECKMM MepaM OTHOCSTCS HOPMBI MOBEAECHUS, KOTOPHIE Tpa-
JULIHAOHHO CJIOXKWJIMCh WA CKJIAJBIBAIOTCA 10 MEPE PaCHpPOCTPAHEHUSI CPEACTB BBI-
YHUCIIUTENbHON TEXHUKH B CTpaHE WU oOIIecTBe. DTH HOPMBI OOJIbIICH YacThiO HE
SBJIIOTCSL 00s3aTENIbHBIMU, KaK 3aKOHOJATEIbHO YTBEPKJIECHHbIE HOPMATHUBHBIE aAK-

Thl, OJHAKO, UX HCCO6HIOI[CHI/IG BCACT O0OBIYHO K MMaaACHUIO aBTOPHUTCTA, IIPCCTHIKA YC-
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JIOBEKA, TPYIIIbI JIMIl WIK OpraHu3ainud. MopanbHO-3TUYECKUE HOPMBI OBIBAIOT KaK
HenucaHble (Hanpumep, oOIIeNpru3HaHHbIE HOPMbI Y€CTHOCTH, MaTPUOTHU3MA U T.IL.),
TaK W THUCaHbIe, TO €CThb OGOPMIICHHBIE B HEKOTOPBIA CBOJ (yCTaB) MPaBHI WIIH
MPEATNMCAHUM.

MopalbHO-3TUUECKHE MEPhI 3allIUTHI SABISIOTCA MPOGUIAKTUICCKUMH U Tpe-
OYIOT IOCTOSIHHOHM pabOThI IO CO3AAHUIO 3JJ0POBOTO MOPAILHOTO KJIMMaTa B KOJIJIEK-
TUBAX Mojapa3aesieHuid. MopalbHO-3TUYECKUE MEPBI 3aIlIUThl CHUYKAIOT BEPOSITHOCTD

BO3HHMKHOBCHUSA HCI'aTUBHBIX HCﬁCTBHﬁ CBA3aHHBIX C YCJIIOBCUYCCKHUM (1)aKTOp0M.

6.3 Opranu3anuoHHble (AAMUHUCTPATHUBHbIE) MePbI 3aIIIUTHI

OpranuzanoHHbie (aAMUHUCTPATUBHBIE) MEPHI 3aIIUTHI- 3TO MEPHI OpraHu3a-
LIMOHHOTO XapakTepa, periiaMeHTupytolue npouecchl pynkunonupoBanus MCIIIH,
ucnonb3oBanue pecypcoB MCIIJIH, nesTenbHOCTh OOCITYKMBAIOIIETO MEPCOHANA, a
TaKKe MOPsIOK B3auMoiercTBus mob3oBareneit ¢ MCIIIa Takum oO6pa3om, 4TOOHI B
HauOOoJIbIIEH CTENEHU 3aTPYIHUTh UM UCKIIOYUTH BO3MOXKHOCTh Pean3alii yrpo3
0€30MacHOCTH WJIM CHU3UTh pa3Mep NOTEPh B CIyYae UX peau3alyH.

['maBHasE 1enb agMUHUCTPATHBHBIX MEp, MNPEANPUHUMAEMBIX Ha BBICIIEM
YIPaBJIEHUYECKOM YpoBHE- copmupoBath [lomuTuky mHpopmanmoHHon Oe30macHo-
ctu [IJ1H (oTpakarollyto MOoAX0/Ibl K 3a1UTe HHPOPMAIMH) U 00ECTIEYUTh €€ BBINOJI-
HEHHE, BbIAEISA HEOOXOIUMBIE PECYPCHl U KOHTPOJIUPYS COCTOSTHUE JIE.

Peanuzauus I[lonmutuku undopmanmonnoi 6e3onacuoctu [1/1n B UCII/IH co-
CTOSIT U3 MEp aJIMUHHCTPATHBHOTO YPOBHS U OPTaHU3AIIMOHHBIX (ITPOIIEYPHBIX) MEp
3aIUThl HHPOPMALIUH.

K agMuHUCTpaTUBHOMY YpOBHIO OTHOCSTCSI PEIICHHS] PYKOBOJCTBA, 3aTparu-
Barouque AestenbHocTh UCII/IH B nemoM. Otu pemenus 3akperisitores B [lonuTuke
nH(popMamoHHOU 6e30nacHOCTH. [IpuMepom Takux pereHuit MOTyT ObITh:

- IPUHATUE PEIIeHUsI O (OPMUPOBAHUU WIIU MEPECMOTPE KOMIUIEKCHON Mpo-
rpaMMmebl obecrieueHust 6ezonacHoctu [1J[H, onpeneneHre OTBETCTBEHHBIX 3a €€ pea-
JIU3ALHIO;

- opmynupOBaHUE Lieel, MOCTaHOBKA 3a/1ay, ONpe/iesieHIe HalpaBlIeHUN Je-

ATEIBLHOCTH B 00nacTu 6e3onacHocTH I1/]H;
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- IPUHSTHE PEIICHUN MO BOIMPOCAM pealU3aIluu MPOorpamMMbl O€30MacHOCTH,
KOTOPBIEC PACCMATPUBAIOTCSI HA YPOBHE Y UPEKICHHUS B LIEJIOM;

- o0ecreyeHne HOpMaTUBHOM (TTPaBOBOI) Oa3bl BOPOCOB OE30MAaCHOCTH U T.II.

[TonuTHka BEpXHETO YPOBHSA JOJDKHA YETKO OUYEPTUTH cepy BIUSHUS U OTpa-
HUYEHUsI TIPH OmpeiesieHun 1ene 6e3onacHocty [1JIH, onpeaenuTs KakuMH pecyp-
caMu (MaTepuaibHble, IEPCOHAN) OHU OYJIyT JOCTUTHYTHI U HAWUTU pa3yMHBIA KOM-
MIPOMUCC MEXy MPUEMJIEMBbIM YPOBHEM O€3011acCHOCTH U (YHKIIMOHAIBHOCTRIO MC-
IT1H.

Ha opranu3zaliiOHHOM YpOBHE ONpPEIECIAIOTCS MPOLEAYPhl U MpaBWiIa JIOCTH-
JKeHUsI 1iesie u pemrenus 3anad [lomutuku wHbopManmonHon 6e3onacHoctu I1/1H.
DTy npaBuia ONPEIEIsAIOT:

- KakoBa 00J1acTh MPUMEHEHHUSI MOIUTUKU Oe3onacHocTH [1/]H;

- KaKOBBI POJIM U O0S3aHHOCTHU JOJDKHOCTHBIX JIMI], OTBEYAIOIINE 3a MPOBE/Ie-
HUe noauTuku 6e3onacHoctu [1J[H, a Tak ke X yCTaHOBUTH OTBETCTBEHHOCTD;

- KTO uMeeT npasa gocryna k [1/1H;

- KaKUMH MEpaMu U cpeAcTBaMu obOecrieunBaeTcs 3ammTa [1/1H;

- KaKUMU MEPaMH U CPeACTBAMU 00€CIIEUNBACTCS KOHTPOJIb 32 COOJIIOICHUEM
BBEJICHHOT'O peXrMa 0€30MacHOCTH.

OpraHu3alOHHBIE MEPBI JTOJKHBI:

- IpeaycMaTpUBaTh pPErjaMeHT HH(POPMAIMOHHBIX OTHOIIEHWM, HCKIIIOYalo-
IIUX BO3MOXKHOCTh HECAHKIMOHWPOBAHHBIX JEHUCTBUI B OTHOILICHUM OOBEKTOB 3a-
U THI;

- ONIPEAETATh KOATUIMOHHBIE U UEepaAPXUUYECKUE MPUHITUIIBI U METO/Ibl pasrpa-
Hu4ueHus pocryna K [1/[H;

- OTIPEACINSITh MOPSATOK PabOTHI ¢ MPOTPAMMHO-MATEMATUHYECKUMU U TEXHUYE-
CKMMHU (amnmapaTHble) CpPeACTBAMM 3allUThl U KPUMTO3ANIUTH M APYTUX 3alIUTHBIX
MEXaHU3MOB;

- opra"nu3oBath Mepbl mnpotuBoaeiicTBus HCJ[ monbp3oBaTensMu Ha 3Tarax
ayTeHTU(DUKALINY, aBTOpU3AIIUU, UISHTU(PUKAIIUN, 00CCTICUNBAIOIINX TapaHTUU pea-

JIN3AIUA TIPAB U OTBETCTBEHHOCTH CYOBEKTOB MH(POPMAITMOHHBIX OTHOIIICHHUH.

29



B opranuzanmoHHbIe MEPBI TOJKHBI COCTOATH U3!

- pernamenTa aoctyna B nomeunienuss UCIT/IH;

- IOPSAJOK JIOITyCKa COTPYIHHUKOB K MCNoib30BaHui0 pecypcoB UCIIIn Yupe-
KICHUSA;

- periamMeHTa MpoleccoB BelleHUs 0a3 JTaHHBIX M OCYIIECTBICHHS Moauduka-
1TMU UHOOPMAITMOHHBIX PECYPCOB;

- periamMeHTa mpoLeccoB OOCITYKUBAHUS U OCYILECTBIECHUSI MOIU(UKAIIUY afl-
napaTHbIX ¥ nporpaMMmubIx pecypcoB UCII/H;

- uHcTpykumii nonb3oBatene MCIIu (ammunuctparopa UCITH, anmunu-
ctpaTtopa 6e3omacHocTH, oneparopa UCII/IH);

- HHCTPYKIUS ITOJIB30BATCIIA IIPYU BOSHUKHOBCHHWHW BHCHITATHBIX CI/ITyaI_[I/Iﬁ.

6.4 ®dusnyeckre Mepbl 3alIIUTHI

du3nyecKkre Mephl 3allMThl OCHOBAaHbI HA IPUMEHEHUN PA3HOTO POJla MEXaHU-
YECKUX, IEKTPO- WU IJIEKTPOHHO-MEXAHUYECKUX YCTPOWCTB U COOPYKEHUH, CIIe-
[AAJIBHO MPEeHAa3HAYEHHBIX JI CO3AaHus (PU3NUECKUX MPENATCTBUN Ha BO3MOMXKHBIX
IyTAX NPOHUKHOBEHHUS U JIOCTYIA IMOTCHUUAJIBHBIX HAPYIIUTEICH K KOMIIOHEHTaM
CHUCTEMBI U 3alllMIaeMoil HHPOpMAIUH, a TAKKE TEXHUUYECKUX CPEACTB BU3YAJILHOTO
HAOJIOICHUS, CBSI3U U OXPAHHOM CUTHAU3AIINH.

duznueckas 3amuTa 3J1aHui, TOMEIIeHUH, 00BEKTOB U CPeCTB HHPOPMATH-
3allMd JOJDKHA OCYIIECTBIISITECS MyTEM YCTAHOBJIEHUS COOTBETCTBYIOIIMX IOCTOB
OXpaHbl, C TOMOIIbIO TEXHUYECKUX CPEACTB OXpaHbl WU JIOOBIMU JIPYTUMHU CIIOCO-
O0amu, MpeaoTBpaIIAlOIUMKU UIN CYIIECTBEHHO 3aTPYIHSIONIMMHU TPOHUKHOBEHHUE B
31aHUe, TIOMENIECHUsI MOCTOPOHHUX JIUIl, XUIIEHUEe HHGOPMAIMOHHBIX HOCHUTENEH,
caMuX CpeICTB MH(OpMATU3AIMH, UCKITIOYAIOIIMMHA HAXO0XKICHUE BHYTPU KOHTPOJIH-

pyemoii (oXpaHseMOii) 30HbI TEXHUUECKUX CPEJICTB Pa3BEIIKHU.

6.5 AnnapaTHo-nporpaMMHuble cpeacTBa 3amuThl [/

TexHudeckue (anmapaTHO-MPOrpaMMHBIE) MEpPhl 3alllUThHl OCHOBAHbI Ha HC-
MOJIb30BAHUM PA3JIMYHBIX 3JIEKTPOHHBIX YCTPOWCTB M CIEUAIIbHBIX MMPOrpaMM, BXO-
asmuX B coctaB MCIIJIH M BRIMOMHSAIONIMX (CaMOCTOSTEIBHO HUIM B KOMILIEKCE C

JIPYTUMHU CpefacTBaMu) (YHKIHMM 3aUThl (MASHTU(UKAIUI0O U ayTeHTU(UKAIUIO
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MOJIB30BATENICH, pa3TpaHUUYCHHE JOCTYIA K pecypcam, PETUCTPAIUIO COOBITHIA, KPHII-
Torpaduyeckoe 3aKpbITHe HHPOpMAITUH U T.]11.).

C ydetoMm Bcex TpeOOBaHUIN M MPUHIUIOB oOecrieueHust 6e3omacHocTH [1/]H B
NCTI/IH o BceM HampaBJICHUSIM 3aIIUThl B COCTaB CUCTEMbI 3alUThI JOJIKHBI OBITH
BKJIFOUEHBI CIEAYIONIUE CPEACTBA:

- cpencTBa UACHTH(UKAIMY (OTIO3HABAHUS) U ayTCHTH(PUKAINA (TIOITBEPXKIe-
HUS MOJJTMHHOCTH ) Tiosib3oBarenei MCII/IH;

- CPEACTBA pa3rpaHUYCHU JI0CTyIa 3apETUCTPUPOBAHHBIX IMOJb30BATENECH CH-
creMsbl Kk pecypcam UCII/H Yupexnenus;

- cpelicTBa 00ecreueHrusl U KOHTPOJI LETOCTHOCTA MPOrpaMMHBIX U UHGOP-
MaIlMOHHBIX PECYPCOB;

- CpeJICTBA ONEPATUBHOTO KOHTPOJISI M PETUCTPALIMU COOBITUN O€30MTaCHOCTH;

- KpunTorpapuyeckue cpeactna 3amuThl [1/H.

YcneniHoe npUMeHEHNE TEXHUUYECKUX CPECTB 3alUThl HA OCHOBaHUU IMPUH-
UIoB (pa3zen 5) mpeanojaraer, YTo BBIMOJHEHUE MEPEUUCIICHHBIX HIKE TpeOoBa-
HUN 00€eCTIeYeHO OPraHU3AIMOHHBIMU (3IMUHUCTPATUBHBIMK) MEPAMU U UCIIOJIb3Yye-
MBIMHU (PU3HUUYECKUMU CPEICTBAMH 3aUTHI:

- obecnieueHa u3udeckas 1eJ0CTHOCTh Bcex koMmnoneHT UCII/H;

- KaxJbii coTpyaHuk (mosb3oBarens MCIIJIH) wim rpynma mnojs3oBaTeneit
UMeeT YHHKAJIbHOE CUCTEMHOE UMS U MUHUMAJIBLHO HEOOXOIUMBIC JIJISi BHITIOJHEHUS
UM CBOUX (DYHKIIMOHAJIBHBIX OOS3aHHOCTEW MOJHOMOYHS IO JIOCTYIy K pecypcam
CUCTEMBI;

- B UCII[dn Yupexnenus pa3paboTka ¥ OTJIagKa MPOrpaMM OCYIIECTBISETCS
3a npeaenamu MCII/IH, Ha uCTIBITaTENbHBIX CTEHIAX;

- BC€ U3MEHEHHS KOH(MUTYpallMh TEXHUYECKUX U TporpaMmHbIxX cpencts MC-
[1/I1 mpou3BOASATCS CTPOTO YCTAHOBJIICHHBIM MOPSIKOM (PETUCTPUPYIOTCS U KOHTPO-
JUPYIOTCS) TOJBKO Ha OCHOBAHHUH PACTIOPSHKEHUM PYKOBOJICTBA Y UPEKACHUS;

- ceTeBOe 00OpyAOBaHHE (KOHIICHTPATOPHI, KOMMYTATOPBI, MAPIIPYyTU3ATOPHI
U T.I1.) pacroJjaraeTcsi B MecTax, HeJIOCTYITHBIX JIJIsl TOCTOPOHHUX (CHEIUAIbHBIX T10-

MEIICHHX, mKadax, u T.I1.);
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- crIenuaJIucraMm quen(z[eHHﬂ OCYIICCTBICTCA HCUPCPBIBHOC YIIPABJICHUC U

AIMHUHUCTpATUBHAA IMMOAACPIKKA q)YHKIII/IOHI/IPOBaHI/ISI CpE€AaCTB 3alllUThI.
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7 Kontpossb 3¢ dextuBHocTu cucrembl 3amuThl UCII/In Yupexnenus

Koutpons s¢dexkruBnoctr C3I1/IH nomkeH ocyliecTBIseTCs Ha Mepuoanye-
ckoil ocHoBe. Llenbio KOHTPOIIsA 3()(PEKTUBHOCTU ABIISAECTCS CBOEBPEMEHHOE BBHISIBIIC-
HUE HEHaJIexKamux pexxuMoB paboTel C3IIJIH (OTKIIOUEHHE CPEACTB 3aIUTHI,
HapylICHUE PEKUMOB 3allUThl, HECAHKIMOHUPOBAHHOE U3MEHEHHUE PEKMMA 3aLIUTHI
U T.IL.), & TaK MPOTHO3UPOBAHNE U MPEBEHTUBHOE pEarnpoBaHUE HA HOBBIE YTPO3bI
oe3omacHoctH I1/1H.

KoHTponb MOXET MpoBOAUTHCA Kak agMHUHHCTpaTopamu Oe3omacHoctu MC-
[1/ln (omepaTuUBHBII KOHTPOJb B Mpoliecce MH(OOPMALMOHHOTO B3aUMOJICHCTBUS B
NCII/H), Tak 1 TpUBJIEKAEMbIMH JJI1 3TOW LIEJIM KOMIIETEHTHBIMU OPTraHU3aLUsIMU,
HMEIOIIMMU JIUIICH3UIO Ha ATOT BUJ AeATeabHOCTH, a Takke ®CTIK Poccun u ®Ch
Poccuu B ipenennax ux KOMIIETEHIUU.

KOHTpOJIb MOKET OCYIIECTBISTHCS aJIMHHUCTPATOPOM OE€30MaCHOCTH Kak ¢
ITOMONIBIO IITATHBIX CPEACTB CHUCTEMBI 3amUThI 11/[H, Tak U ¢ MOMOILIBIO ClielUanb-
HBIX [TIPOTPAMMHBIX CPEICTB KOHTPOJISL.

Ouenka >pdexkTuBHOCTH Mep 3amuTthl [1/[H mMpoBoaUTCS C UCIOIB30BAHUEM
TEXHUYECKUX U MPOIPAMMHBIX CPEACTB KOHTPOJISA Ha MNPEIMET COOTBETCTBUSA yCTa-

HOBJICHHBIM Tp€6OBaHI/IHM.
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8 Cdepbl oTBeTcTBeHHOCTH 32 Oe3o0nacHoCcTh 11

OTBETCTBEHHBIM 32 Pa3pabOTKy MEp U KOHTPOJb HaJl o0ecrieyeHueM Oe3omnac-
HOCTHU MEPCOHANIBHBIX JTAHHBIX SIBJIAETCS IJIaBHBIA Bpau YupexaeHus. OH MOXKET Jie-
JIETUPOBATh YacTh MOJHOMOYMI MO 00ecreueHnt0 Oe30MacCHOCTU MMEePCOHAIIBHBIX
JTAHHBIX.

Cdepa OTBETCTBEHHOCTH PYKOBOAMUTENS BKIIIOUYACT CIEIYIOIINE HAMPABICHUS
obecrnieueHus 6e3onacHoctu I1/[H:

- [ImarmpoBanue u peanuzarus Mep no obecrneuenuro 6e3omacaoctu [1/1H;

- AHanu3 yrpo3 6e3onacuoctu [1]1H;

- Pazpabotka, BHEZpeHHE, KOHTPOJIb UCIIOIHEHUS U MOJJICP’)KaHUE B aKTyallb-
HOM COCTOSIHUU TMOJIUTUK, PYKOBOJICTB, KOHIIEMIMWA, MPOLIEAYp, PErJaMEeHTOB, WH-
CTPYKIHMM M JIPYTUX OpPraHU3alMOHHBIX JOKYMEHTOB IO OOECIEYEHHIO Oe30MacHO-
CTH;

- Kontpons 3ammmennoctu UT undpactpykrypel Kommanuu ot yrpos Wb
yTEM;

- O6yuenue u unpopmuponanue nosb3onareneit UCIIJIH, o mopsiake paboTh ¢
[TJIH 1 cpeacTBaMu 3alUTHI;

- [IpegoTBpaleHue, BbISIBIICHHE, pEArUPOBAHUE U PACCIEAOBAHUE HAPYUICHUN
oe3omacuoctu I1/1H.

[Ipu B3aMMOEMCTBUY CO CTOPOHHHMMH OpPraHHU3alMsSIMHU B CIyyasx, KOrja co-
TPYJHUKAM 3THUX OpPraHU3alUi MPEeIOCTaBIsAETCA TOCTYN K OObEKTaM 3alluThl (pas-
nen 3), ¢ TUMU OpraHu3alusIMu JOJKHO ObITh 3akitoueHo «CornamieHue o KoHpu-
JeHImaibHOoCTHY, MO0 «Cornamienue o cobmoaeHnn pexuma 6e3omnacHoctu [1/1H
npu BeinoigHeHuu padot B UCIIIn». [logroroBka TUMOBBIX BapUaHTOB 3THUX COTJia-

HIEHUI OCYIIECTBIsIETCSI COBMECTHO ¢ KOpuandeckum oTaenom.

34



9 Moaeab HapymuTeJsi 6€30MacHOCTH

[Ton HapymmTeneMm B YUpexIAEeHUN MOHUMAETCS JIMLO, KOTOPOE B PE3YJIbTaTE
YMBINIJIEHHBIX I HEYMBIIUICHHBIX IEHCTBUIA MOXKET HaHECTH yiiepd oObeKkTam 3a-
IUTHI (pazaen 3).

Hapymmrenu noapaszaenstores no npusHaky npuHagiesxsocty k UCITIH. Bee
HapYyIIUTENH ISJATCS Ha JABE TPYIIIIbL:

® BHCIIHWE HAPYIMIUTETU- GU3HUECKHUE JINIA, HE UMEIOIINe TIpaBa NMpeObl-
BaHUS Ha TEPPUTOPUH KOHTPOJHMPYEMOW 30HBI, B MPEAEIIAX KOTOPOM
pasmentaetcsa ooopynoBanue UCII/IH;

® BHYTPCHHHUE HApPYIIUTENHU- (U3UUYECKUE JIUIA, UMEIOIINE TTPaBo MpeObI-
BaHUS Ha TEPPUTOPHM KOHTPOJIHMPYEMOM 30HBI, B MpElesiax KOTOPOW
pazmenaercs obopynoBanue MCIIJIH.

Knaccudukanusa napymureneit npeacrasieHa B Mojenu yrpo3 6€30macHOCTH

MEepCOHANBHBIX AaHHbIX Kaxaon UCII/IH.
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10 Moaeab yrpo3 6e30nacHOCTH

Hna UCIIAH YupexneHus BBIACIAIOTCS CIEAYIOIINE OCHOBHBIE KATErOpUU
yIpo3 0€300aCHOCTH MEPCOHANIBHBIX TAHHBIX:

1) Yrpo3sl OT yTEUYKH 110 TEXHUUECKUM KaHaJlaM.

2) YTpo3bl HECAHKITMOHUPOBAHHOTO JIOCTyIa K HH()OPMAITUH

- Yrpo3bl YHUUTOKEHHUSI, XUleHus anmnapaTHeix cpeacts UCIIIH Hocu-
Tesneit nadopmanuu myteM pusndeckoro gocryna k anementam UCIT/IH.

- Yrpo3bl XUIIECHHS, HECAHKIIMOHUPOBAHHON MOAM(PUKALMHU WK O10-
KUpOBaHMs WH(GOpMaIMU 3a cyeT HecaHKuuoHupoBaHHoro goctyma (HCH) c
MpPUMEHEHUEM MPOrPaMMHO-AIIAPATHRIX M IMPOTPaAaMMHBIX CPEICTB (B TOM
YHUCJIEe MPOrPaMMHO-MAaTEMAaTUYECKUX BO3IAECHCTBUN).

- YIpo3bl HE IIPEIHAMEPEHHBIX JIEMCTBUM 10JIb30BATEIEH U HAPYILLICHUN
oe3onacnoctu ¢pynkuunonuposanus MCIT/In u C3I1/IH B ee cocTtaBe u3-3a coo-
€B B IPOrpaMMHOM OOECIIEUEHUH, a TAKKE OT YIPO3 HEAHTPOIIOTE€HHOTO (CO0EB
anmaparypbl U3-3a HEHAJIKHOCTH JIEMEHTOB, COOEB AJICKTPOINUTAHUSA) U CTH-
XUIHOTO (YZapOoB MOJIHHH, MMOXKAapOB, HABOJHEHUH U T.I1.) XapakTepa.

- YIpo3bl IIPEIHAMEPEHHBIX JIEUCTBUM BHYTPEHHUX HAPYLIUTEIICH.

- YIpo3bl HECAaHKI[MOHUPOBAHHOTI'O JIOCTYIIA IO KaHaJIaM CBSI3H.
Onuncanue yrpos, BEpOATHOCTh MX PEaJu3allii, OMACHOCTh M AKTYaJIbHOCTh

npeacraBieHbl B YacTHOM Mopenu yrpo3 O€30MacCHOCTH MEPCOHATBHBIX JIaHHBIX

WCTITx.
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11 Mexanu3m peanu3zanuu Konnenmuun

Peanuszanus KoHuennuu q0mKHA OCYIIECTBISATHCS HA OCHOBE MEPCIEKTUBHBIX
IpOrpaMM U IJIAHOB, KOTOPBIE COCTABIIAIOTCS Ha OCHOBAaHUU M BO UCTIOJTHEHHE:

- henepanIbHBIX 3aKOHOB B 00J1acTH obecnedeHus HHPOpMaIMoOHHON 6e30mac-
HOCTH U 3aIlUThI HHPOpPMAINH;

- noctanoBneHui [IpaBurenscTBa Poccuiickont denepannu;

- PYKOBOJSLINX, OPraHU3AIIMOHHO- PACHOPSAUTEIbHBIX U METOAMYECKHUX J10-
kyMeHToB @CTOK Poccuu;

- notpedHocterr MCII/IH B cpencTBax obecrneuenus 6e30macHOCTH UHGoOpMa-

LIUH.
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12 Oxunaembliii 3¢ dexT or peanusaunu Konnenuuu

Peanuzamnusa Konneniun 6e3omacaoctu [1J1a 8 UCIIIH m03BOIUT:

- OLIEHUTH cocTosiHue Oe3omacHocTu uHpopmanun WCII/H, BBIABUTH HMCTOY-
HUKH BHYTPEHHUX M BHEIIHUX yrpo3 MH(OpMAIMOHHONW 0€30MaCHOCTH, ONPEACIIUTh
MIPUOPUTETHBIE HAIIPABIICHUS MPEIOTBPALICHUS, OTPAKECHUS U HEUTPAIU3ALMNKN STUX
yrpos;

- pa3paboTaTh pacrnopsAUTEIbHBIE 1 HOPMATUBHO-METOIMYECKUE JTOKYMEHTHI
npumenutensHo Kk UCIT/IH;

- mpoBecTH Kiaccudukanuio u cepruduxarmro UCI/H;

- IPOBECTH OPTraHMU3ALMOHHO- PEKUMHBIE M TEXHUYECKHUE MEPONPHUATHS IO
obecrnieuenuto 6e3omnacHoctu [1J1a 8 UCIIH;

- obecrneunTh HEOOXOAUMBIN YPOBEHb 0€30I1aCHOCTH OOBEKTOB 3aIIUTHI.

OcyIIeCTBICGHUE ATUX MEPONPUATUNA 00E€CICUUT CO3/IaHUE €UHOM, 1IEIOCTHON
U CKOOPAMHUPOBAHHOM cHucTeMbl MH(popManronHoi Oe3omacHoctu WCIIJIH u co-

344aCT YCIIOBHUA IJIAA €€ naﬂLHeﬁmero COBCPIICHCTBOBAHMA.
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13 CnucoK MCI0JIb30BAHHBIX HCTOYHHUKOB

OCHOBHBIMM HOPMATHBHO-IIPABOBBIMH M METOJIMYECKUMH JTOKYMEHTaMH, Ha
KOTOPBIX Oa3upyeTcs HacTosee [lonoxkenue sBIsIOTCS:

1 ®enepanbupiii 3akoH oT 27.07.2006 1. Ne 152-®3 «O mepcoHaIbHBIX JaH-
HeIX» (manmee — @3 «O mnepcoOHANBHBIX NTaHHBIX»), YCTAHABIMBAIOUIUNA OCHOBHBIC
IPUHITUIBI U ycloBus oOpabotku I1J[H, mpaBa, 00S3aHHOCTH M OTBETCTBEHHOCTH
YYaCTHHUKOB OTHOIIICHHH, CBS3aHHBIX ¢ 00padoTkoi [1/]H.

2 «[lomoxxenne 00 obecrieyeHNH 0€30MAaCHOCTH MEPCOHANBHBIX JAHHBIX MpPHU
X 00paboTKe B MHPOPMAIIMOHHBIX CUCTEMAX MEPCOHAIBHBIX JAaHHBIX», YTBEPKICH-
Hoe [ToctanoBnenuem IIpaBurensctBa PO ot 17.11.2007 r. Ne 781.

3 «[lopsimox mpoBeneHus KiacCUpUKAUU HHPOPMAIIMOHHBIX CHCTEM MEpPCO-
HaJIbHBIX JTaHHBIX», YTBEpKIAEHHbIA coBMeCTHBIM [Iprkazom ®CTIK Poccun Ne 55,
®CBb Poccun Ne 86 1 Munnndopmcepsizu PO Ne 20 ot 13.02.2008 r.

4 «ITonoxenue o0 0OCOOCHHOCTSX OOpPaOOTKM MEPCOHANBHBIX IAHHBIX, OCY-
HIECTBIISIEMOM 0€3 MCIOJIb30BAaHUS CPEJICTB aBTOMATU3alUWY, yTBepxkaeHHoe [locTa-
HoBJieHHeM lIpaBurensctBa PO ot 15.09.2008 r. Ne 687.

5 «TpeboBanus K MaTepruaIbHBIM HOCUTEISIM OMOMETPUUYECKUX TEPCOHATBHBIX
JAHHBIX U TEXHOJIOTHSIM XPaHEHHUS TaKHX JIaHHBIX BHE HMH()OPMAIMOHHBIX CHUCTEM
MEPCOHANBHBIX JaHHBIX», YTBepkAcHHbIE [locTanoBienuem llpaBurensctBa PO ot
06.07.2008 r. Ne 512.

6 HopmatuBHO-MeTOIMUECKHE AOKYMEHTHl DenepanbHOl CIy>KObl MO0 TEXHU-
YECKOMY U 3KCIepTHOMY KOHTpoito Poccuiickoit @enepaunu (nanee - ®CTIK Poc-
cur) 1Mo obecrneueHuro O0e3omacuoctu I[1/u mpu ux odpadotke B UCII/IH.

7 PexoMeHanuu rno odecrneveHro 0e30nacHOCTH NEPCOHATBHBIX JAHHBIX MPU
ux 00paboTKe B MHMDOPMAITMOHHBIX CUCTEMAaX MEPCOHANBHBIX JAHHBIX, YTB. 3aM. JTU-
pextopa ®CTIK Poccum 15.02.08 r. (ACII).

8 OCHOBHBIE MEpPONPUITHS MO OPraHU3ALMU U TEXHUYECKOMY OOECIECUEHHIO
0€30MacHOCTH TEePCOHAIBHBIX JIaHHBIX, 00pabaThiBaeMbIX B WH(GOPMAIIMOHHBIX CH-

CTEMAaxX NEPCOHAIBHBIX AaHHBIX, YTB. 3aM. aupekropa @CTOK Poccun 15.02.08 .

(ACID).
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9 basoBas Moenb yrpo3 0€30NmacHOCTH MEPCOHANBHBIX JaHHBIX TPHU WX 00pa-
00oTKe B MH(OPMAITMOHHBIX CUCTEMAax MEePCOHAIBHBIX JaHHBIX, YTB. 3aM. IUPEKTOPA
®CTSK Poccun 15.02.08 r. (ACII).

10 MeToauKa ONpeeieH!s] aKTyalbHBIX YIpo3 0€30IMacHOCTH MEPCOHATBHBIX
JIAHHBIX TIPU UX 00paboTKe B MH(GOPMAIIMOHHBIX CUCTEMaxX MEPCOHAIBHBIX JAaHHBIX,

yTB. 3aM. aupekropa @®CTIK Poccum 15.02.08 r. (ACII).
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